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Preface

The Office of the Comptroller of the Currency (OCC) charters, regulates, and
supervises all national banks and federal savings associations (collectively,
banks), as well as federal branches and agencies of foreign banks. In
regulating banks, the OCC has the power to

* examin anks.

* appro applications for new charters, branches, capital, or other
changes ijf cqfoNte or banking structure.

* take supervorwacigns against banks that do not comply with laws
and regulatio agotherwise engage in unsafe or unsound practices.
The OCC also caqr fficers and directors, negotiate agreements
to change banking prgtices and issue cease-and-desist (C&D) orders as
well as civil money p ie P).

* issue rules and regulatio interpretations, and corporate decisions
governing investments, lendin ther activities.

Boards of directors play critical role
The OCC recognizes the challenges fa
Book: Role of Directors for National Banks a guings Associations helps
directors fulfill their responsibilities in a pr
an overview of the OCC, outlines directors’ reSzonggilities as well as
management’s role, explains basic concepts and standards for safe and sound
operation of banks, and delineates laws and regulations that apply to banks.
To better understand a particular bank activity and its associated risks,
directors should refer to the Comptroller’s Handbook booklets, including the
“Corporate and Risk Governance” booklet. For information generally found
in board reports, including “red flags” —ratios or trends that may signal
existing or potential problems — directors should refer to Detecting Red Flags
in Board Reports: A Guide for Directors.

The OCC published The Director’s Book in 1987 and revised it in 1997 and
2010. This 2016 edition reflects legal and regulatory changes since 2010.
Changes include the transfer of regulatory and supervisory authority

for federal savings associations (FSA) to the OCC pursuant to the Dodd-
Frank Wall Street Reform and Consumer Protection Act of 2010. When it is
necessary to distinguish between national banks and FSAs, they are referred
to separately in this book.

This book does not create rights or legal protections for banks or directors,
nor does it create obligations for the OCC. Directors should review their
responsibilities, continuously assess their conduct, and seek advice from
legal counsel when necessary.

For purposes of this book, the term “board” refers to the board of directors
or a designated committee thereof unless otherwise stated. The term
“senior management” refers to bank employees designated by the board as
executives responsible for making key decisions. Senior management may
include, but is not limited to, the president, chief executive officer (CEO),
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Preface

chief financial officer, chief risk executive (CRE),! chief information officer
(CIO), chief compliance officer, chief credit officer, chief auditor, and chief
bank counsel. Titles and positions vary depending on the bank’s structure,
size, and complexity. Unless otherwise noted, the book uses the terms
“CEQO” and “president” to refer to the individual appointed by the board to
oversee the bank’s day-to-day activities. The term “management” refers to
bank managers responsible for carrying out the bank’s day-to-day activities,
including gogiaestablished by senior management.

\)
Q
/4/0

! A CRE is also commonly known as a chief risk officer.
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OCC Supervisory Activities

Banking is essentially a business of assuming and managing risk. The OCC’s
bank supervision process is designed to ensure that banks operate in a safe
and sound manner, provide fair access to financial services, treat customers
fairly, and comply with applicable laws and regulations.

The OCC e a risk-based supervisory philosophy focused on
evaluatin, sgisk, identifying material and emerging problems, and
ensuring thatfip g te individuals at banks take corrective action before
problems com bank’s safety and soundness. This philosophy

is embodied in th s Jupervision-by-risk program. The OCC carries

) ) afety and soundness purposes, including in
specialty areas such as informafjon technology (IT), asset management, and
consumer compliance.

Supervision by risk consists o jping the quantity of a bank’s risk
and evaluating the quality of risk
The supervision process also assesseg
direction of risk for the eight OCC-de
rate, liquidity, price, operational complia
Supervision by risk provides consistent ris tion, a structure

for assessing these risks, and integration of thé§ sessment in the
supervisory process. Supervision by risk places tIT€ responsibility for
controlling risks with the board and management. The OCC assesses how
well a bank manages its risks over time, rather than assessing only the
condition at a single point in time. For more information about the categories
of risk and the supervision by risk program, refer to the “Bank Supervision
Process” booklet of the Comptroller’s Handbook.

M ent systems to control risk.
@ gregate level of risk and the

g ries of risk: credit, interest
ategic, and reputation.

The OCC supervises banks by conducting full-scope and targeted
examinations and ongoing monitoring. These activities help determine the
condition of individual banks and the overall stability of the banking system.
The OCC and other federal bank regulatory agencies use the Uniform
Financial Institutions Rating System, or CAMELS, to assign the composite
and component ratings to banks.? The OCC assigns ROCA? ratings for
federal branches and agencies of foreign banking organizations. Refer to the
“Bank Supervision Process” booklet of the Comptroller’s Handbook for more
information about the CAMELS and ROCA rating systems. The composite
and component ratings disclosed in written communication to the bank

are subject to the confidentiality rules imposed by 12 CFR 4. The OCC also

2 Abank’s composite CAMELS rating integrates ratings from six component areas: capital
adequacy, asset quality, management, earnings, liquidity, and sensitivity to market risk. Bank
Secrecy Act/anti-money laundering examination findings in a safety and soundness context are
included as part of the management component. The ratings range from 1 to 5 with 1 being the
highest rating and least supervisory concern.

> ROCA is an interagency uniform supervisory rating system for branches and agencies of
foreign banking organizations that assesses risk management, operational controls, compliance,
and asset quality.
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OCC Supervisory Activities

evaluates the bank’s risk profile through its risk assessment system. The
OCC establishes its supervisory strategies based on a bank’s size, complexity,
risk profile, and condition. Generally, the OCC is required to conduct
examinations annually, although 18-month cycles are permitted for smaller,
lower-risk institutions.*

The OCC uses other systems to assign ratings to specific aspects of a
bank’s activities. These include the Uniform Rating System for Information
assesses bank and service provider risks introduced by

tgragency Trust Rating System, which evaluates the bank’s
@ the Uniform Interagency Consumer Compliance
hiWN ¢

Rating System, ects, in a comprehensive and uniform fashion, the
nature and extent™Nf ny¥’s compliance with consumer protection and
regulations. Separat el assigns a rating for the bank’s record of
performance under the Cffmmghity Reinvestment Act (CRA) and compliance
with regulations implemdgy RA. Refer to the “Bank Supervision
Process booklet” of the Compt, Handbook for more information about
these rating systems.

The OCC has two departments that g
oversight of banks: Midsize and ComM )
Large Bank Supervision (LBS). Many factgfs &gtergine whether MCBS or
LBS supervises a bank, including business b
size, and complexity as well as designation b 0@ bnior management. As
a general rule, however, banks in the community pank portfolio range from
de novo (newly chartered) to those having total assets up to $10 billion. The
midsize portfolio generally has banks with total assets —either in a single
charter or aggregated among several charters — greater than $10 billion

and up to $100 billion. The large bank portfolio comprises the largest, most
complex companies, generally with more than $100 billion in total assets. The
LBS program also includes most foreign-owned banks and federal branches
and agencies of foreign banks.

The OCC’s Community Bank Supervision program, which is part of MCBS,
is centered on local field offices using a portfolio management approach.
An OCC portfolio manager is assigned to each community bank and tailors
the supervision of each bank to its individual risk profile, business model,
and management strategies. The Community Bank Supervision program
ensures that community banks receive the benefits of highly trained bank
examiners with local knowledge and experience, along with the resources
and specialized expertise that a nationwide perspective can provide. OCC
examiners meet with community bank management during an examination
to obtain information or discuss issues. When the examination is complete,
examiners prepare a report of examination and meet with the bank’s board
(except for some smaller affiliates of larger banks, in which case the meeting
may be conducted with the lead bank’s board) to discuss the results of the

* For more information, refer to 12 USC 1820(d), “ Annual On-Site Examinations of All Insured
Depository Institutions Required”; 12 CFR 4.6, “Frequency of Examination of National Banks
and Federal Savings Associations”; and 12 CFR 4.7, “Frequency of Examination of Federal
Agencies and Branches.”
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OCC Supervisory Activities

examination. Each director is responsible for thoroughly reviewing and
signing the report of examination. The “Community Bank Supervision”
booklet of the Comptroller’s Handbook and A Common Sense Approach to
Community Banks provide more information about the OCC'’s supervision of
smaller institutions.

The OCC’s Midsize Bank Supervision program, which is part of MCBS,
provides effectjve, risk-based continuous supervision of complex midsize
banks with deégified business models. Banks in this portfolio operate in
multiple egions, and the banks typically lead market share in these
geographies. and complexity of the operations of midsize banks
require full-ti s-in-charge (EIC) to provide effective continuous
supervision. A deN d §1C is assigned to each bank, as are functional EICs
for each key risk areRJ jgize program allows Midsize Bank Supervision
to provide a national persffectiv}) balanced with a local presence; subject
matter expertise; and conti\gggty jgfsypervision because the EICs and their
respective teams possess stro utional knowledge of key issues and risk.

The OCC’s LBS program provides
through a team of examiners assigrieg
a designated EIC. The resident examir®
responsible for conducting both ongoing of their assigned areas
and targeted examinations. Banks in this poNfoljgfar§the largest and most
complex in the federal banking system and oftég opgfate globally. Many large
banks are also part of diversified financial organi2®tions. Therefore, the LBS
program assesses the risks posed by related entities as well. This approach
recognizes that risks present in a bank may be mitigated or increased by
activities in an affiliate. The LBS program enables the OCC to maintain an
ongoing program of risk assessment, monitoring, and communication with
bank management and directors. The program is structured to provide
rigorous, informed, and consistent supervision across large banks. The “Large
Bank Supervision” booklet of the Comptroller’s Handbook provides more
information about the OCC’s supervision of large banks.

us, on-site, risk-based supervision
h large bank, which are led by
ioned to a risk area and are

Banks with average total consolidated assets of $50 billion or greater or those
that are OCC-designated, which are referred to as covered banks, should
adhere to 12 CFR 30, appendix D, “OCC Guidelines Establishing Heightened
Standards for Certain Large Insured National Banks, Insured Federal Savings
Associations, and Insured Federal Branches” (referred to in this book as
heightened standards).

Heightened Standards

Specific criteria for covered banks, subject to 12 CFR 30, appendix D, are noted
in text boxes like this one throughout this book.

The OCC’s supervisory authority is not limited to the bank itself. As the
primary regulator of national banks and FSAs, the OCC also has authority
over bank subsidiaries, including the authority to examine, require reports
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OCC Supervisory Activities

from, and take other actions against these subsidiaries.® Further, the OCC
has the authority to examine affiliates.® In addition, the OCC generally has
the authority to examine and regulate functions or operations performed for
or provided to the bank by third parties to the same extent as if they were
performed by the bank itself on its own premises.”

The OCC promotes open communication between examiners and board
members of a bank. OCC examiners have experience with a broad range of
banking actj and can provide independent, objective advice on safe

and soundfba rinciples and compliance with laws and regulations.®
Establishing ghdgflaM{aining open and regular communications with the
supervisory a c1 helps the board and management properly interpret
expectations for ement and governance and apply them to normal
duties and resp0n51

Directors are encouraged 0 m ith OCC examiners to discuss the

condition of the bank and of the examination. Independent

directors also are encouraged t ypith OCC examiners without

management’s presence. Directors PNQay close attention to and review
$

carefully any written communicatidy he OCC. They should ask
questions and raise issues of concern. ¥ eed to satisfy themselves
that management’s relations with the OCa egtive, management treats
compliance issues and supervisory findingNgerig and management

The activities of OCC examiners in no way diminish the board’s
responsibilities to oversee the management and operation of the bank.
Directors are independently responsible for knowing the condition of the
bank and should not rely on the examiners as their sole source of information
to identify or correct problems. Instead, the board should look to its senior
management, its auditors, and other independent experts to identify and
correct any problems.

To understand bank issues, each director should personally review all reports
and significant communications from the bank’s auditors and regulators.

> The Gramm-Leach-Bliley Act (GLBA) limited the OCC’s authority over bank affiliates and
subsidiaries regulated by or registered with the U.S. Securities and Exchange Commission, the
U.S. Commodity Futures Trading Commission, and state insurance commissioners (functionally
regulated affiliates). The GLBA imposed strict limits on the OCC’s authority to examine, require
reports from, impose capital requirements on, and take direct or indirect actions against such
entities. Dodd-Frank, however, later modified or removed many, but not all, of these limits,
restoring much of the authority the OCC had over functionally regulated affiliates before the
GLBA. For more information on the OCC’s authority over such entities, refer to the “Bank
Supervision Process” booklet of the Comptroller’s Handbook.

¢ For more information on national banks, refer to 12 USC 481, “ Appointment of Examiners;
Examination of Member Banks, State Banks, and Trust Companies; Reports.” For FSAs, refer to
12 USC 1464(d)(1)(B), “ Ancillary Provisions.”

7 For more information, refer to 12 USC 1867(c), “Services Provided by Contract or Otherwise,”

and 12 USC 1464(d)(7), “Regulation and Examination of Savings Association Service Companies,
Subsidiaries, and Service Providers.”

8 The OCC does not provide legal advice to banks or board members. Banks and board
members should consult their own legal counsel for legal advice.
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OCC Supervisory Activities

Information from these reviews can help the entire board assess the accuracy
and validity of information from management. A director who needs

help understanding the findings or recommendations of a report should
contact the regulator, the bank’s audit committee,’ auditors, or independent
consultants who prepared the report.

Regulatory and other reports, such as independent risk management (IRM)
or internal audit reports, also inform directors of the deficiencies within the

ncorrected supervisory concerns contained in
(MRA) or enforcement action articles resulting

from the board’s MilgrQtofupervise the bank appropriately may result in

the OCC’s holding iNdiy§d irectors accountable for the lack of corrective
action.'

At the close of an examina er supervisory activity, the examiners
provide the bank’s board and egpent with a report of examination or

other communication that identifi As. MRAs describe practices that

e deviate from sound governance, trol, and risk management
principles, and have the potential to'a sWy affect the bank’s
condition, including its financial perfONgaMceg\gisk profile, if not
addressed.

* result in noncompliance with laws and reg s, enforcement actions,
supervisory guidance, or conditions imposed in writing in connection
with the approval of any application or other request by the bank.

MRAs require timely and effective corrective action by the bank’s board and
management. The communication describes the concern(s) and identifies the
root cause(s) of the concern and contributing factors. The MRA also describes
potential consequences or effects on the bank if actions are not taken, and
supervisory expectations for corrective actions. Finally, the MRA documents
management’s commitments to corrective action and includes the time
frames and the persons responsible for corrective action.

The corrective action for an MRA is mandatory. Bank management must
develop a corrective action plan to avoid an enforcement action.

The board must approve the plan. The OCC also expects the board to

* hold management accountable for the deficient practices.

e direct management to develop and implement corrective actions.

* approve the necessary changes to the bank’s policies, processes,
procedures, and controls.

* establish processes to monitor progress and verify and validate the
effectiveness of management’s corrective actions.

9 For more information about the audit committee, refer to the “ Audit Committee” section of

this book.
19 For more information, refer to the “Actions Against Individuals” section of this book.
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For more information on MRAs, refer to the “Bank Supervision Process”
booklet of the Comptroller’s Handbook and OCC Bulletin 2014-52, “Matters
Requiring Attention: Updated Guidance.”

\)
Q
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8 The Director’s Book



Resources

OCC Resources

The OCC has responded to the need of banks and their directors for more
practical information and tools that can help them identify and respond
to emerging ;Mg and keep track of new or changing regulatory and
superviso ements.

A primary tod f
website for co icogigg with and receiving information from national
banks and FSAs. t§which is available only to OCC-regulated banks,
not to the public, corNgighs 4 ation that is not obtainable elsewhere. The
site contains features, too@li‘c tions, services, and information that are
useful to bankers and dir ‘% geeting their regulatory responsibilities
and information needs. ResoufCeg kNet subscribers include capital

directors compare a bank’s
performance with a custom peer g

iNgtors and management is BankNet, the OCC’s secure

established benchmarks.
BankNet delivers accurate, timely, ant tial data on a secure platform
that ensures both information security an a Mtegrity.

The OCC also provides other resources on

to receive OCC alerts, bulletins, news releases, public service podcasts,

and SuperVisions newsletters. In addition, the OCC engages in substantial
outreach to bankers and bank directors, including the director workshops
held throughout the year that focus on the fundamentals of being a director
as well as hot topics and critical updates. Further, directors have access to
highly trained OCC staff, including the lead experts and policy analysts, as
well as the OCC’s legal and licensing staffs.

Other Resources

The board may need to contact federal bank regulatory agencies other than
the OCC, namely, the Board of Governors of the Federal Reserve System
(Federal Reserve Board), the Federal Deposit Insurance Corporation
(FDIC), and the Consumer Financial Protection Bureau. The following table
summarizes the primary and secondary supervisory responsibilities of the
three prudential bank regulatory agencies —the OCC, the Federal Reserve
Board, and the FDIC. The table also shows that these agencies’ jurisdictions
sometimes overlap. When this occurs, the agencies work together and share
information to reduce the burden to both the bank and the agencies.

The Director’s Book 9



Resources > Other Resources

Bank regulatory agency Prudential supervisory responsibility

OCC National banks (primary)

Federal branches and agencies of foreign banks
(primary)
FSAs (primary)

Federal Reserye Board Bank holding companies (primary)

State member banks (primary)

Savings and loan holding companies (primary)
National banks (secondary)

Federal branches and agencies of foreign banks
secondary)

FDIC Igpured state nonmember banks (primary)
| state savings associations (primary)

ional banks (secondary)

institutions — those with more than $10 billion in total assets —and their
holding companies and affiliates. For banks with total assets of more

than $10 billion, the OCC evaluates the quantity of risk and the quality of
compliance risk management through the OCC’s Risk Assessment System
and assigns consumer compliance ratings. For banks with total assets of $10
billion or less, the OCC is responsible for examining compliance with all
applicable laws and regulations affecting consumers.

Bank boards also should be aware that certain activities may be subject

to regulation by other federal and state agencies. For example, the U.S.
Securities and Exchange Commission, the U.S. Commodity Futures Trading
Commission, and state insurance commissioners are the primary regulators
of bank subsidiaries engaged in securities, commodities, and insurance
activities, respectively."

' Banks also may have to register as swap dealers or security-based swap dealers with the

Commodity Futures Trading Commission and the Securities and Exchange Commission,
respectively. The OCC may examine any part of the bank, require reports related to any of its
activities, and take other actions related to any of its activities —even those regulated by other
agencies.

10 The Director’s Book



Board of Directors

Board’s Role in Corporate and Risk Governance

The board plays a pivotal role in the effective governance of its bank. The
board is accountable to shareholders, regulators, and other stakeholders. The
board is respgfNjble for overseeing management, providing organizational
leadershi tablishing core corporate values. The board should create a
corporate an ernance framework to facilitate oversight and help set
the bank’s strdgdirection, risk culture, and risk appetite. The board also
oversees the taleNyma ent processes for senior management, which
include developmerf§ r&rliiting, succession planning, and compensation.

The board should have a eayerstanding of its roles and responsibilities.
S

It should collectively hav nd qualifications, committee

structure, communication an ing systems, and processes necessary
to provide effective oversight. The
independently and provide a cred ge to management.

The corporate and risk governance frari
assessments of the quality, accuracy, and e of the bank’s risk
management functions, financial reporting, jance with laws and
regulations. Most often performed by the bank function, independent
assurances are essential to the board’s effective oversight of management.

The board’s role in the governance of the bank is clearly distinct from
management’s role. The board is responsible for the overall direction and
oversight of the bank —but is not responsible for managing the bank day-
to-day. The board should oversee and hold management accountable for
meeting strategic objectives within the bank’s risk appetite. Both the board
and management should ensure the bank is operating in a safe and sound
manner and complying with laws and regulations.

Board Composition, Qualifications, and Selection

Board composition should facilitate effective oversight. The ideal board is
well diversified and composed of individuals with a mix of knowledge and
expertise in line with the bank’s size, strategy, risk profile, and complexity.
Although the qualifications of individual directors will vary, the directors
should provide the collective expertise, experience, and perspectives
necessary for effectively overseeing the bank. Boards of larger, more complex
banks should include directors who have the ability to understand the
organizational complexities and the risks inherent in the bank’s businesses.
Individual directors also should lend expertise to the board’s risk oversight
and compliance responsibilities. In addition, the board and its directors must
meet the statutory and regulatory requirements governing size, composition,
and other aspects. Refer to appendix A of this book for a list of these
requirements.

The Director’s Book 11



Board of Directors > Board Composition, Qualifications, and Selection

The board should be willing and able to exercise independent judgment
and provide credible challenge to management’s decisions and
recommendations. The board also should have an appropriate level of
commitment and engagement to carry out its duties and responsibilities.

To promote director independence, the board should ensure an appropriate
mix of “inside” and “outside” directors. Inside directors are bank officers or
other bank employees. Outside directors are not bank employees. Directors
are viewed ependent if they are free of any family relationships or any
material rofessional relationships (other than stock ownership
and directorsifip4 with the bank or its management. Independent
directors bring € p&ienges from their fields of expertise. These experiences
provide perspect o}jectivity because independent directors oversee

bank operations and\vu anagement recommendations. This mix of
inside and outside directgfs prggnotes arms-length oversight. A board that
is subject to excessive ma mgft influence may not be able to effectively
fulfill its fiduciary and oversi onsibilities.

Generally, a director should

* Dbe willing and able to exercise in§
credible challenge to management

* have basic knowledge of the banking \1ancial regulatory
system, and laws and regulations that g ank’s operation.

* have background, knowledge, and experie usiness or another
discipline to facilitate bank oversight.

* accept fiduciary duties and obligations, including a firm commitment to
put the bank’s interests ahead of personal interests and to avoid conflicts
of interest.

* have firm commitment to regularly attend and be prepared for board and
comimittee meetings.

* have knowledge of the communities that the bank serves.

judgment and provide
and recommendations.

To fill board vacancies, the board should establish a process to identify,
assess, and select director candidates. The bank’s size and complexity may
warrant the process to be written. Some boards use a nominating committee.
The board or nominating committee should consider whether the director
candidate has the necessary knowledge, skills, and experience in light of the
bank’s business and the risks presented by that business as well as sufficient
time to effectively carry out his or her responsibilities. Criteria for desired
knowledge, skills, and experience may change over time if, for example,

the bank plans to offer new products and services or expand beyond
current markets. Some boards establish additional criteria depending on
certain needs. The director candidate should be willing and able to actively
oversee senior management and challenge and require changes in senior
management, if necessary. Additionally, inside directors should not use
undue influence in selecting board members.

The board candidate should have a record of integrity in his or her personal
and professional dealings, a good reputation, and a willingness to place the
interests of the bank above any conflicting self-interest. The board candidate

12 The Director’s Book



Board of Directors > Leadership Structure of the Board

should disclose any relationships or potential conflicts of interest that the
candidate or any of his or her related interests has with the bank or its
affiliates. The board should consider whether a potential candidate with
significant conflicts of interest that would require him or her to abstain from
consideration of issues or transactions is an appropriate candidate. The bank
should conduct background checks on potential board members and periodic
checks of existing directors.

Diversity a directors is another important aspect of an effective board.
The boar tively seek a diverse pool of candidates, including
women and nging@ltid as well as candidates with diverse knowledge of risk

management afd i%erpgl controls.
In most cases, nomiifee uld be able to serve as directors immediately

after they are elected raynce with the bank’s bylaws. When the bank

is not complying with cer§ain )}mum capital requirements; is in a troubled

condition, as defined by th n;** or is not complying with a directive
to correct a problem promptly¥ t must file a prior notice with the
OCC regarding proposed new dir ore the proposed directors can be

elected to the board." The OCC alsb g @ ject to proposed directors of new
banks during the first two years of budgs

New directors should adhere to the atten for regular and special
board meetings. A director may not particip P by proxy.'® Excessive
absences may be grounds for director dismissal ore information, refer
to the “Attend and Participate in Board and Committee Meetings” section of

this book.

Leadership Structure of the Board

The board should determine the appropriate leadership structure. The
individual selected as board chair plays a crucial leadership role in the
board’s proper functioning. The board chair should promote candid dialogue,
encourage critical discussion, and ensure that directors express any dissenting
views. The chair should strive to promote a well-functioning, informed,
independent, and deliberative decision-making process. The chair should also
have the requisite qualities, including being a respected and trusted board
member, and have appropriate leadership and communication skills.

12 For more information, refer to OCC Bulletin 2015-30, “Standards for Assessing the Diversity
Policies and Practices of Regulated Entities: Final Interagency Policy Statement.”

3 For more information, refer to 12 CFR 5.51(c)(7), “Definitions.”

™ For more information, refer to 12 USC 1831i, “Agency Disapproval of Directors and Senior
Executive Officers of Insured Depository Institutions or Depository Institution Holding
Companies,” and 12 CFR 5.51, “Changes in Directors and Senior Executive Officers of a
National Bank.” Also, refer to the “Changes in Directors and Senior Executive Officers” and the
“Background Investigations” booklets of the Comptroller’s Licensing Manual.

® For more information, refer to 12 CFR 5.20(g)(2), “Organizing Group.”

16 Ibid. For more information for national banks, refer to 12 CFR 7.2009, “Quorum of the Board
of Directors; Proxies Not Permissible.”
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These are the two most common structures for board leadership:

e The chair is independent of the chief executive officer (CEO).
*  When the CEO and chair are the same person, the board appoints a lead
director who is independent of management.

Both structures can be equally effective. When the board chair and the CEO
are different individuals, however, having the separate roles may help ensure

a more apprggNgte balance of power between the board and management.
When the®oa) ints a lead director in addition to a chair who also is the
CEQO, the boa ulMyclearly define the lead director’s role. For example,

leads executive se he board, works with the CEO and the board to
set the board agenda ates communication between the directors
and the CEO.

a lead director Mgpi &llg.intains ongoing communication with the CEQO,
NYO

Outside Adv1sors a visory Directors

From time to time, the board and w mittees may need to seek
example, there may be technical aspec
risk assessments, accountmg matters, stra R 'ng, or compensation—

board should have the

its fiduciary responsibilities. Independent audit committees of large banks
must have members with banking or related financial management expertise
and must have access to their own independent counsel.”” These committees
may also have their own advisors.

Although qualified consultants can provide needed expertise and counsel,
the board should ensure that no improper conflicts of interest exist between
the bank and the consultant so that the board receives only objective and
independent advice.

To leverage outside expertise, the board may consider using advisory
directors. These individuals provide information and advice but do not vote
as part of the board. The bank may use advisory directors in a number of
situations, including

* when the operations of the bank are geographically dispersed and the
board wants input from more segments of the communities served by the
bank.

* when the board is small and the directors want direct involvement with a
broader array of community leaders.

* to assist in business development.

* to gain access to special expertise to help the board with planning and
decision making.

* to help identify likely candidates for future board openings.

7" For more information, refer to 12 CFR 363.5(b), “Committees of Large Institutions.”
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Because of their limited role, advisory directors generally are not liable

for board decisions. The facts and circumstances of a particular situation
determine if an advisory director may have liability for individual decisions.
Factors affecting potential liability include

*  whether advisory directors were elected or appointed.
* how corporate documents identified advisory directors.
* how advisory directors participated in board meetings.

*  whether ysory directors exercised significant influence on the voting
proce

*  how the IinjgfoMNpensated advisory directors for attending board
meetings.

*  whether the aWvj irector had a previous relationship with the bank.

Additionally, an advis 1recyr who, in fact, functions as a full director
may be liable for board d isif)nx which he or she participated as if that

advisory director were a fu . Individuals cannot shield their actions
from liability simply by havingdfie “advisory” in their titles.
Board and Board Comm

Minutes of board and board committee

of the bank’s records capturing the board’s
Board meeting minutes should be complete art
document the board’s review and discussion of ™#erial action items on the
agenda, any actions taken, follow-up items to be addressed at subsequent
meetings, and any other issues that may arise (including approval of
previous meeting minutes and board-approved policies).

eting Minutes

svage an essential part

Minutes should record the attendance of each director, other attendees, and
directors’ votes or abstentions. The record of board meetings and activities
should include all materials distributed to the board for informational,
oversight, or monitoring purposes. Each director should have the
opportunity to review and, if appropriate, modify the minutes before the
board ratifies them. Board minutes should be timely and presented for
approval at the next meeting of the board. In addition, the board should
ensure that it receives regular reports or minutes from the various committee
meetings.

The board should address the level of detail required for minutes and records
of board meetings. Minutes may be subject to discovery during stockholder
derivative litigation.”® Board minutes should include sufficient information
to reflect that directors were fully informed about the relevant facts, carefully
deliberated the issues, provided credible challenge when necessary, and
made decisions based on the best interests of the bank and its shareholders.

8 In stockholder derivative litigation, a shareholder sues both the corporation and a third party.
The third party, often an executive officer or director of the corporation, is the actual defendant.
The shareholder seeks recovery for the corporation from the third party.
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For stock FSAs, a director’s presence at a meeting at which actions are taken
on behalf of the bank is considered assenting to the action unless his or her
abstention or dissent is entered in the meeting minutes."” A director may also
file a written dissent to the action with the secretary before the meeting is
adjourned or send a written dissent by registered mail to the secretary within
five days after the meeting minutes are received.

Senior Manggement and Staff Access

Directors ave full access to all employees, if needed, but particularly
senior manag irect interaction with key staff can balance viewpoints
and help ens ormation going to the board is not overly filtered.
Direct interactio 0 elp directors deal with succession planning and
management deve . In addition, direct interaction with employees
allows directors to as w e corporate culture has been implemented
throughout the bank. Dir t017 use these contacts to determine what

behaviors managers prom

Director Orientation and 1r

The board should conduct orientatia
Orientation programs vary according
minimum, these programs should explai

* the bank’s organizational structure, corp
strategic plans, risk appetite, and significan

* the importance of Bank Secrecy Act (BSA)/anti-money laundering
(AML) regulatory requirements, the ramifications of noncompliance with
the BSA, and the BSA /AML risk posed to the bank.

* the individual and group responsibilities of board members, the roles of
the various board committees, and the roles and responsibilities of senior
management.

Directors should understand their roles and responsibilities and deepen their
knowledge of the bank’s business, operations, risks, and management. The
board should periodically assess its skills and competencies relative to the
bank’s size and complexity, identify gaps, and take appropriate actions.

Management can help the board develop an ongoing education and training
program to keep directors informed and current on general industry trends
and regulatory developments, particularly regarding those issues that
pertain to their bank.

¥ For more information, refer to 12 CFR 5.22(1)(10), “Presumption of Assent.”
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Heightened Standards

The board should establish and adhere to a formal, ongoing training program
for all directors. This program should consider the directors’ knowledge and
experience and the covered bank’s risk profile. The program should include, as
appropriate, training on the following:

» Complex products, services, lines of business, and risks that have a
significagfMgpact on the covered bank.
: % pns, and supervisory requirements applicable to the covered

»  Other top tited by the board.?°

Board Compensan

Directors should be comRpsatedglairly and appropriately. Given the
demands on a director’s time responsibilities, director compensation
should be competitive and suffidle ajtract and retain qualified
individuals. The board or a desig & ittee is responsible for setting

and periodically reevaluating directd egsation. Such compensation
should be aligned with industry stand s commensurate with

an individual director’s responsibilities. n[so should safeguard
against payment of Compensation, fees, an hat are excessive or
xcessive compensation
is considered an unsafe or unsound practice. Additionally, if the bank falls
below required capital minimums, the compensation paid to directors should
be reassessed. This reassessment may include reducing or eliminating the
fees paid.

Board Tenure

A director tenure policy, though not a requirement for either public or
nonpublic banks, can help the bank ensure it has skilled, objective, and
engaged board members. A tenure policy or bylaws may, for example,
establish

e director term limits.
* amandatory retirement age.

A tenure policy can provide a road map for the board’s natural evolution
and create a structured process to obtain fresh ideas and promote critical
thinking from new directors. A tenure policy protects against the board
losing objectivity and effectiveness if long-time directors become less active,
less committed, complacent, or too comfortable with the status quo. On the
other hand, mandatory retirement may result in the loss of directors whose
contributions to the bank continue to be valuable.

% For more information, refer to 12 CFR 30, appendix D, “OCC Guidelines Establishing
Heightened Standards for Certain Large Insured National Banks, Insured Federal Savings
Associations, and Insured Federal Branches”; appendix D, III, “Standards for Board of
Directors”; and appendix D, IILE, “Provide Ongoing Training to All Directors.”
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Board’s Responsibilities

The board is responsible for

* providing effective oversight.

* exercising independent judgment.

* providing credible challenge to management.

* holding management accountable for implementing policies and
operati \hin established standards and limits.

i propriate corporate culture and setting the tone at the

* complying €itINidggiary duties and the law.
* understandin®itg IgleIn monitoring the bank’s operations.
* staying informeqgbju bank’s operating and business environment.

* understanding the legfil andregulatory framework applicable to the
bank’s activities.

* selecting and retaining a

* overseeing the compensati

* maintaining appropriate affili

nt CEO and management team.
epefits programs.
ding company relationships.

a

* establishing and maintaining an rig¢e board structure and
performing board self-assessments.

* understanding the bank’s material ris®\a irming that the bank has
a risk management system suitable for t ize and activities.

* setting realistic strategic goals and objectiv overseeing

management’s implementation of those goals and objectives.

* overseeing the bank’s business performance and ensuring the bank
serves community credit needs.

* ensuring the bank maintains an effective BSA/AML control structure.”

2 For more information, refer to 12 CFR 21, “Minimum Security Devices and Procedures,
Reports of Suspicious Activities, and Bank Secrecy Act Compliance Program,” and the Federal
Financial Institutions Examination Council (FFIEC) Bank Secrecy Act/Anti-Money Laundering (BSA/
AML) Examination Manual.
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Heightened Standards

Each member of a covered bank’s board should oversee the covered bank’s
compliance with safe and sound banking practices. The board also should
require management to establish and implement an effective risk governance
framework that meets the minimum standards described in these guidelines.
The board or the board’s risk committee should approve any significant
changes to thg risk governance framework and monitor compliance with such

A covered b rd should actively oversee the covered bank’s risk-
taking activi h®d management accountable for adhering to the risk
governance fr. wOr roviding active oversight, the board may rely on
risk assessments s prepared by IRM and internal audit to support

the board’s ability to allenge, and, when necessary, oppose
recommendations and deffisionggmade by management that could cause the
its risk appetite or jeopardize the safety

Provide Oversight

The key to effective board oversight is qualified and actively involved
directors. Effective board oversight can help the bank withstand economic
downturns, problems with ineffective management, and other concerns.
During challenging times, the board should evaluate the bank’s condition,
take appropriate sustainable corrective actions, and, when necessary, keep
the bank operating until the board obtains capable management to fully
resolve the bank’s problems.

Board oversight is critical to maintain the bank’s operations in a safe and
sound manner, oversee compliance with laws and regulations, supervise
major banking activities, and govern senior management. To fulfill its
responsibilities, the board relies on senior management to oversee the key
decisions and management to carry out the bank’s day-to-day activities. The
board also relies on management to provide the board with sound advice on
organizational strategies, objectives, structure, and significant policies and to
provide accurate and timely information about the bank’s risks and financial
performance. Several Comptroller’s Handbook booklets reinforce and expand
on supervisory expectations regarding the board’s oversight duties and
management’s roles and responsibilities.

2 For more information, refer to 12 CFR 30, appendix D, III, “Standards for Boards of
Directors,” and appendix D, III.A, “Require an Effective Risk Governance Framework.”
% For more information, refer to 12 CFR 30, appendix D, III, “Standards for Boards of
Directors,” and appendix D, III.B, “Provide Active Oversight of Management.”

% For more information, refer to 12 CFR 30, appendix D, III, “Standards for Boards of
Directors,” and appendix D, III.C, “Exercise Independent Judgment.”
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Establish an Appropriate Corporate Culture

Corporate culture refers to the norms and values that drive behaviors
within an organization. An appropriate corporate culture for a bank is
one that does not condone or encourage imprudent risk taking, unethical
behavior, or the circumvention of laws, regulations, or safe and sound
policies and procedures in pursuit of profits or business objectives. An
appropriate corporate culture holds employees accountable. This starts

with the bo hich is responsible for setting the tone at the top and
overseein ent’s role in fostering and maintaining a sound
corporate culfirgn¥yisk culture. Shared values, expectations, and
objectives estaM{ls the board and senior management promote a

sound corporate

To promote a sound e\lture, the board should
* set the expectations f y ehaviors, convey the expectations,
£)

and ensure those behavio nked to performance reviews and

compensation practices.
&

* promote clear lines of authorit
* hold management accountable fd

puntability.
aggparent and timely flow of

information.
To promote a sound corporate culture, manMge ould
* reinforce the corporate culture with all emp S.

* integrate the culture into the bank’s strategic planning process and risk
management practices.

* ensure continuous employee communication and training regarding risk
management practices and standards of conduct.

* report and escalate material risk issues, suspected fraud, and illegal or
unethical activities to the board.

The board should adopt a written code of ethics (or code of conduct) to set
expected standards of behavior and professional conduct for all employees.
The board should oversee management’s development and periodic review
of the code of ethics and other policies that address board and employee
conduct, insider activities, conflicts of interest, and other relevant ethical
issues. The code of ethics should encourage the timely and confidential
communication of suspected fraud, misconduct, or abuse to a higher level
within the bank. Such a code is intended to foster a culture of integrity and
accountability.

The bank’s code of ethics should address the following;:

¢ Conflicts of interest: A conflict of interest occurs when an individual’s
private interests conflict with the bank’s interests.
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* Insider activities: Directors and executive officers should refrain from
financial relationships that are or could be viewed as abusive, imprudent,
or preferential. In addition, laws and regulations prohibit certain insider
activities.”

* Self-dealing and corporate opportunity: Employees, officers, and
directors are prohibited from using corporate property, information, or
their positions for personal gain. Usurpation of a corporate opportunity
is a breacky

e Confid : All bank employees and directors must maintain the
confidenti bank, customer, and personnel information.

¢ Fair deali pdyees, officers, and directors should not conceal
informationNbuse ileged information, misrepresent material facts,
or engage in anyffot nfair dealing practice.

e Protection and u nNassets: Company assets should be used for

legitimate business p§pos

e Compliance: All bank
with applicable laws and fe

*  Whistle-blower policy: The b
for employees to report legitim:
unethical, or questionable practicé
This process includes the ability to esq
inappropriate conduct, policy violation3yor
investigation.

* Consequences: Employees, officers, and dire®0rs should have a
clear understanding of the consequences of unethical, illegal, or other
behaviors that do not align with the bank’s code of ethics (or code of
conduct).

, officers, and directors must comply

ational problems,
isks to the bank for

The bank should have an ethics officer, bank counsel, or some other
individual from whom employees can seek advice regarding ethics
questions. Ethics policies should include a process for the annual review and
discussion of ethics rules at all levels of the bank, including the board. Ethics
policies should be reinforced as an important part of each director’s, senior
manager’s, and employee’s performance review.

Internal audit plays an important role in monitoring the effectiveness of
the bank’s ethics program and whistle-blower policy. Internal audit should
assess the bank’s corporate culture and standards and ethics processes to
identify any governance-related weaknesses. Internal audit should assure
the board that suspected fraud and misconduct are promptly reported,
investigated, and addressed.

Comply With Fiduciary Duties and the Law

Directors’ activities are governed by common law fiduciary legal principles,
which impose two duties —the duty of care and the duty of loyalty.

% For more information, refer to 12 USC 1828(z), “General Prohibition on Sale of Assets”;
12 CFR 215, “Loans to Executive Officers, Directors, and Principal Shareholders of Member
Banks (Regulation O)”; 12 CFR 31, “Extensions of Credit to Insiders and Transactions With
Affiliates”; and the “Insider Activities” booklet of the Comptroller’s Handbook.
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The duty of care requires that directors act in good faith, with the level of
care that ordinarily prudent persons would exercise in similar circumstances
and in a manner that the directors reasonably believe is in the bank’s best
interests. The duty of care requires directors to acquire sufficient knowledge
of the material facts related to proposed activities or transactions, thoroughly
examine all information available to them, and actively participate in
decision making.

The duty of ty requires that directors exercise their powers in the

best intereffts ggbank and its shareholders rather than in the directors’
own self-integestfl Mthe interests of any other person. Directors taking
action on parti€laNactjgities or transactions must be objective, meaning
the directors mu the activities or transactions on their merits,
free from any extra nces. The duty of loyalty primarily relates
to conflicts of interest, co 1ahty, and corporate opportunity. Directors

of FSAs are also subject t nflict of interest and corporate
opportunity regulations.?

his or her conduct reflects the

level of care and loyalty required of g lirector. A bank director —like the
director of any corporate entity —ma rsonally liable in lawsuits
for losses resulting from his or her breac ucigry duties. Shareholders
or members (either individually or on beha¥of k), depositors, or
creditors who allege injury by a director’s faild @ ifill these duties

may bring these suits. In addition, the OCC may Yake enforcement action,
including assessment of CMPs, against a director for breach of fiduciary
duty. The OCC may assess director liability individually because the nature
of any breach of fiduciary duty can vary for each director.

Each director should personally e Ii
D

Additionally, a bank director may be criminally liable for his or her actions as
a director and may incur criminal liability if the director

* falsifies bank records or causes such records to be falsified.”

* misuses or misapplies bank funds or assets.”

* requests or accepts fees or gifts to influence, or as a reward for, bank
business.”

* makes false statements generally.*

* commits or attempts to commit fraud.*

e willfully violates the BSA or its implementing regulations.*

2 For more information, refer to 12 CFR 163.200, “Conflicts of Interest,” and 12 CFR 163.201,
“Corporate Opportunity.”

¥ For more information, refer to 18 USC 1005, “Bank Entries, Reports, and Transactions.”

% For more information, refer to 18 USC 656, “Theft, Embezzlement, or Misapplication by Bank
Officer or Employee.”

#  For more information, refer to 18 USC 215, “Receipt of Commissions or Gifts for Procuring
Loans.”

% For more information, refer to 18 USC 1001, “Statements or Entries Generally.”
31 For more information, refer to 18 USC 1344, “Bank Fraud.”
32 For more information, refer to 31 USC 5322, “Criminal Penalties.”
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Select, Retain, and Oversee Management

A profitable and sound bank is largely the result of the efforts of talented
and capable management. Effective management is able to direct day-to-
day operations to achieve the bank’s strategic goals and objectives while
operating within the risk appetite. Such management has the expertise to
help the board plan for the bank’s future in a changing and competitive
marketplace ag well as generate new and innovative ideas for board
considerati ective management has the expertise to design and
tems and controls necessary to carry out the bank’s
strategic plangviginWQe risk governance framework and to ensure
compliance witQ laNs regulations.

One of the most imfor decisions the board makes is selecting the
bank’s CEO. The CENwa pIysible for executing the bank’s strategic
plan and effectively mangingthg bank’s risks and financial performance.
The board should ensure X O has the leadership skills and the
appropriate competence, exp®ij , gnd integrity to carry out his or her
responsibilities.

ively engaged in the CEO
fine selection criteria,
er, and periodically

The board, or a board committee, sh# »
selection process. The board should spe€lij
including experience, expertise, and pers
review and update the criteria as appropriat®. JO should share the
board’s corporate culture and the vision and p phy for the bank to
ensure mutual trust and a close working relationship. For larger banks,

a board committee, typically the governance or nominating committee,
oversees the CEO selection process. This committee’s responsibilities are
discussed in more detail in the “Establish and Maintain an Appropriate
Board Structure” section of this book.

Besides selecting a qualified CEO, the board’s primary responsibility is to
directly oversee the CEO and senior management. In doing so, the board
should

* set formal performance standards for senior management consistent with
the bank’s strategy and financial objectives, risk appetite and culture,
and risk management practices; and monitor performance relative to the
standards.

* align compensation with performance and ensure that incentive
compensation arrangements do not encourage imprudent risk taking.

* oversee the talent management process, which includes establishing a
succession plan to replace key senior management.
approve diversity policies and practices consistent with identified
standards.®

* meet regularly with senior management and maintain appropriate lines
of communication.

% For more information, refer to OCC Bulletin 2015-30, “Standards for Assessing the Diversity
Policies and Practices of Regulated Entities: Final Interagency Policy Statement.”
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* ensure management provides the board with sufficient, clear,
transparent, and timely information.

* question and critically review explanations, assumptions, and
information provided by senior management.

* assess whether senior management’s knowledge and expertise remain
appropriate given the nature and complexity of the bank’s strategy and
risk proflle

* take deciggg action to address problems or concerns with management

pr misconduct.

rove any employment contract that the association
prohibits unsafe or unsound contracts that could
1@ss or damage to the association or could interfere
y jion to employ or terminate management

, a yact with an excessive term could be

with the board’s dut
or employees. For exam
considered unsafe or uns
contracts be in writing and in

gulation also requires that employment

ertgin mandatory provisions.
The board, or a designated board gt
performance appraisal process that a @
management. The goal of a CEO evalus®
relationship between the CEO and the bo igprove the bank’s
overall performance through candid converwtj @ out goal setting and
performance measurement. The board should §ye g#nstructive feedback to
its CEO to help improve his or her performance in overseeing the bank. This
process ensures that the board discharges its responsibilities to supervise
management and holds the CEO accountable. When the CEO does not fulfill
board expectations, the board should be prepared to replace the CEO.

, should establish a formal
e CEO and other senior
ss is to enhance the

Succession planning can provide for stability in tumultuous financial times
and can lessen the influence of dominant personalities and behaviors. At
smaller banks, the depth of talent available for key management positions
may be limited. In these instances, smaller banks may consider increasing
the formality of management training programs, development, and talent
identification. Succession planning in larger banks may involve developing
a talent pool of employees who have the necessary qualifications, skills,
experience, and exposure to the board and senior management. These
larger banks should have more formal processes to identify management
succession requirements to develop and prepare individuals for various
leadership positions. The bank’s succession planning may also help the bank
retain key employees.

Succession planning should be a regular topic of board discussion. The board
should approve a management succession policy to address the loss of the
CEO and other key executives. This policy should identify critical positions
that would fall in the scope of a succession plan. This policy also should
outline the process by which the board and management would fill vacancies
created by death, illness, injury, resignation, or misconduct. If no individual

*  For more information, refer to 12 CFR 163.39, “Employment Contracts.”
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in the bank is suitable, the succession policy should provide for a temporary
replacement to serve in the role until the board finds a successor. In addition,
the board and senior management should review and update management
succession plans at least annually to ensure that the plans remain viable.

The CEO is responsible for ensuring appropriate leadership development
and management succession planning for major bank functions while
effectively pre erving the independence of audit and independent risk
Managers should support succession planning by

of business structures as well as the bank’s needs.
Management glls Id determine the required knowledge and skills for
management p&itiWs ddentify the best candidates for critical jobs, and
initiate develop 3

management program that provig#
recruitment, and succession plannin

e ONg the CEO, chief audit executive
g¥enjial successors.®®

The board should determine that compensation ices for its executive
officers and employees are safe and sound, are consistent with prudent
compensation practices, and comply with laws and regulations governing
compensation practices. For an FSA or its service corporation,®* compensation
to directors, officers, and employees must be reasonable and commensurate
with their duties and responsibilities.” This requirement includes former
directors, officers, and employees who regularly perform services for the FSA
or its service corporation under consulting contracts.

The bank is required to maintain safeguards to prevent the payment of
compensation, fees, and benefits that are excessive or that could lead to
material financial loss to the bank.® If it is unreasonable or disproportionate
to the services actually performed, compensation is considered excessive and
is therefore prohibited as an unsafe or unsound practice.”

% For more information, refer to 12 CFR 30, appendix D, II.L, “Talent Management Processes.”
% For more information regarding the applicability of this principle to mutual FSAs, refer to
12 CFR 5.59(e)(7), “Supervisory, Legal or Safety or Soundness Considerations.”

¥ For more information, refer to OCC Bulletin 2014-35, “Mutual Federal Savings Associations:
Characteristics and Supervisory Considerations.”

% For more information, refer to 12 CFR 30, appendix A, “Interagency Guidelines Establishing
Standards for Safety and Soundness,” section I, I, “Compensation, Fees and Benefits.”

¥ For more information, refer to 12 CFR 30, appendix A, III, “Prohibition on Compensation
That Constitutes an Unsafe and Unsound Practice.”
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Given the level of authority that executive officers have over all banking
activities, the board should oversee this group’s compensation, including

* evaluating and approving employment contracts.

* establishing the compensation and benefits of the CEO and other
executive officers.

* assessing the reasonableness of the structure and components of
executive compensation, including various benefits related to retirement,
terminag nd change of control.

e confirdin tthe internal processes that ensure incentive
compensio gements are consistent with regulatory guidance.

* evaluating ivgaperformance relative to board-established goals and
objectives.

* considering shargqo cerns.

Incentive Compen$gtion

Incentive-based compensatio
or benefits that serve as an incefiti
varying size may have incentive c
management should ensure that inceN
not undermine the bank’s safety and sou
risk taking.

y variable compensation, fees,
ard for performance. Banks of

s By encouraging imprudent

Incentive compensation can be a useful tool fo Q ing key talent; it may;,
however, encourage executives and employees to take imprudent risks

that are inconsistent with the bank’s long-term viability and safety and
soundness. Incentive compensation arrangements should be supported by
strong corporate governance, including active and effective oversight by the
board. Smaller banks that are not significant users of incentive compensation
should have programs tailored to the banks’ size and complexity of
operations.

OCC Bulletin 2010-24, “Incentive Compensation: Interagency Guidance
on Sound Incentive Compensation Policies,” provides guidance to all
banks that have incentive compensation arrangements, with expanded
expectations for the largest, most complex banks.*® OCC Bulletin 2010-
24 applies to compensation arrangements of executive officers as well as
nonexecutive personnel, collectively referred to as “covered employees,”
who have the ability to expose the bank to material amounts of risks. As
outlined in OCC Bulletin 2010-24, incentive compensation arrangements
should comply with the following principles:

* Provide employees with incentives that appropriately balance risk and
reward.

* Be compatible with effective controls and risk management.

* Be supported by strong corporate governance, including active and
effective oversight by the bank’s board.

% The largest, most complex banks are defined in the “Large Bank Supervision” booklet of the
Comptroller’s Handbook.
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The board is ultimately responsible for ensuring that incentive compensation
arrangements for all covered employees are appropriately balanced and

do not jeopardize the bank’s safety and soundness. The board’s oversight
should be commensurate with the scope and prevalence of the bank’s
incentive compensation arrangements. Independent directors should be
actively involved in the oversight of incentive compensation arrangements.

Executive officers play a critical role in managing the overall risk-taking

activities of nk. The board should

* approvee officers’ incentive compensation arrangements.

* approve uMent any material exceptions or adjustments to
executive ofNgers’ | tive compensation arrangements.

* consider and mdfit e effects of approved exceptions on the balance
of the arrangeme 11-taking incentives of senior executives, and

the safety and soundifess offthy bank.
* monitor incentive com payments to senior executives and the

sensitivity of these paym isjpresults.

* obtain sufficient information t M and review any clawback
provisions to determine if the prg @ as triggered and executed as
planned.

In larger banks, the board’s oversight of ¢
handled by a board compensation committee,
and Maintain an Appropriate Board Structure”

matters is typically
ghssed in the “Establish
on of this book.

Employee Benefits

“Employee benefits” is an umbrella term that refers to non-wage compensation
provided to employees in addition to their normal wages or salaries.

A comprehensive employee benefits package is an important, competitive,
and useful tool for attracting and retaining employees. In addition, there may
be tax advantages for the bank for establishing certain employee benefits,
such as a retirement plan. On the other hand, offering employee benefits can
be costly. Administrative costs can be high and may increase year-to-year.
There is also the risk of liability from lawsuits and the payment of regulatory
fines from mistakes made in benefits administration.

There are two types of employee benefits, mandated and optional. By law,
banks must provide mandated benefits. The mandated benefits include Social
Security, Medicare, unemployment insurance, and workers” compensation.
Optional benefits are not mandated. If offered, however, optional benefits
must meet certain requirements. If requirements are not met, the bank could
incur lawsuits, penalties, and excise taxes. Optional benefits include

* group health plans.

e disability insurance.

e life insurance.

e retirement plans.

* flexible compensation (cafeteria plans).
* leave.
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The board ultimately is responsible for all decisions relating to the cost

and scope of the bank’s employee benefits. The board also is responsible
for overseeing management’s administration of benefits and fulfillment of
fiduciary responsibilities. If the board determines the bank should provide
its employees with a group health plan or a retirement plan, then the board
should ensure the bank’s fiduciary responsibilities are met.*!

Senior management is responsible for establishing an appropriate
organizatio ucture to administer benefits. Management often
outsourcedDe s@dministration to benefits professionals or may use
an internal a ive committee or human resources department to
manage some mployee benefit operations.

Maintain Appro@ri§t€ Affiliate and Holding Company
Relationships

In the case of affiliated ba
corporate values, and corpor
should align with the holding cOm
holding company structure can fa al challenges if directors serve
on both the holding company board k board. For example, this
arrangement may create conflicts of inter fO¥ce directors to act on
competing priorities.*? The bank’s board sl Ne the interests of the
bank are not subordinate to the interests of th holding company

in decisions that may adversely affect the bank profile, financial
condition, safety and soundness, and compliance with laws and regulations.
Additionally, a director who serves on the board of both the bank and its
holding company must comply with the director’s fiduciary duties to the
bank, including the duty of loyalty.

ding companies, the strategic objectives,
nce principles of the affiliated bank
ank managed as part of a parent

The primary duty of a subsidiary bank’s board is to ensure the bank operates
in a safe and sound manner. The subsidiary bank’s board should ensure that
relationships between the bank and its affiliates and subsidiaries do not pose
safety and soundness issues for the bank and are appropriately managed. The
bank’s board should carefully review holding company policies that affect
the bank to ensure that those policies adequately serve the bank. If the bank’s
board is concerned that the holding company is engaging in practices that
may harm the bank or are otherwise inappropriate, the bank’s board should
notify the holding company and obtain modifications. If the holding company
board does not address concerns of the bank’s board, bank directors should
dissent on the record and consider actions to protect the bank’s interests.

If necessary, the bank’s board should hire an independent legal counsel or
accountant. The bank’s board also may raise its concerns with its regulators.

41 For more information, refer to the “Retirement Plan Products and Services” booklet of the
Comptroller’s Handbook, which contains a detailed discussion of the Employee Retirement Income
Security Act of 1974 and its fiduciary standards.

2 For more information, refer to 12 USC 371c, “Banking Affiliates”; 12 CFR 31; and 12 CFR 223,
“Transactions Between Member Banks and Their Affiliates (Regulation W).” For more
information on national banks, affiliates, and other related organizations, refer to the “Related
Organizations” booklet of the Comptroller’s Handbook. For FSAs, refer to section 730, “Related
Organizations,” of the former Office of Thrift Supervision (OTS) Examination Handbook.
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Establish and Maintain an Appropriate Board Structure

Board committees are an important component of the corporate and risk
governance structure. Board committees help the board carry out oversight
duties and responsibilities. Delegation of work to a committee can enhance
board effectiveness by enabling the board, through its committees, to cover
a wider range of issues with greater depth of analysis. Delegation also
allows the directors to better focus their time and attention on areas or
subject matt which they can lend their specific expertise or experience.
Committedm can encourage directors to thoroughly consider issues,
promote morgcoygliNdiscussions, and gain better insight into the bank’s
activities.

The board should clfar derstand and define the responsibilities
of each committee. E tee should have a written charter
that outlines the committ§e’s nsibilities, member qualifications,
authorities, independence, % reporting. The charter should

establish requirements that in€lyge ing frequency, conduct, attendance,
minutes, and use of advisors. The so should address the need

for an annual performance evaluatlo, committee. The board should
approve and disclose the written cha opriate. Disclosure of the
committee charters (for example, on websglesN Xy statements, and in
policy manuals) improves the transparenc t rd’s decision-making

processes.

The appropriate governance and committee structure depends on the bank’s
needs and is another key board decision. As the complexity and risk profile
of the bank’s products and services increase, additional committees may be
necessary for the board to provide effective oversight. Similarly, additional
skills and expertise of committee members might be needed. Conversely,
too many committees can create competing demands and the potential for
duplication and confusion about responsibilities.

Directors should be assigned to committees that align with their skills

and experience. In some circumstances, directors are required to have
specific qualifications to serve on certain committees.* Participation on
multiple committees should be balanced with time commitments to avoid
overburdening any single director. Some overlap, however, is beneficial in
integrating board activities. With smaller boards, directors likely need to
serve on multiple committees. Periodically rotating committee membership
may help to achieve optimal objectivity, but frequent rotation can sometimes
adversely affect the knowledge base and effectiveness of committee
members. The board should find the right balance between maintaining
institutional knowledge and gaining new perspectives.

# For example, refer to 12 CFR 363.5, “ Audit Committees,” for regulatory requirements
regarding the composition of audit committees for banks with consolidated total assets greater
than $500 million.
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The board’s responsibility is to determine which committees it needs to
effectively govern the bank. The committees vary by bank. The following
pages describe some key committees. This list is not exhaustive or a required
list of committees, unless they are mandated by laws or regulations.

Executive Committee

Some boards choose to use an executive committee. When utilized, the
board traditiggglly authorizes the executive committee to act on the board’s
ive committee usually addresses matters requiring board
een full board meetings. The executive committee can
detailed reviews of information and operational
mittee may also coordinate the work of other
board committees. utive committee, however, should not have the
authority to exercise e Ward’s powers. For example, the full board
should reserve the right t§ exectitgextraordinary contracts, such as mergers
and acquisitions. The full 1d review the executive committee
charter and ensure that the c y specifies the committee’s authority

review that a
relieve the fu

and what the committee may appr e board’s behalf

The board should ensure that the us eggcutive committee does not
lead to a two-tiered class of directors in j executive committee
wields all the power. All directors have tht onsibilities and

liabilities. The executive committee should n
or as the most prestigious committee.

ed as a seat of power

The executive committee should not be confused with executive sessions of
the independent directors of the board.

Audit Committee

The audit committee, or its equivalent, should oversee the bank’s audit
program to ensure it is sufficiently robust to identify, test, and report on all
key risks in the bank. All banks should have an audit committee. The bank’s
size dictates the composition of the audit committee.

The main areas of responsibility of the audit committee are as follows.* The
list summarizes sound practices for the bank’s audit committee.

*  Work with internal and external auditors to ensure that the bank has
comprehensive audit coverage to meet the risks and demands posed by
its current and planned activities.

* Ensure that senior management establishes and maintains an adequate
and effective internal control system and processes.

* Hold committee meetings with a frequency that facilitates oversight, that
is, at least four times a year.

# For more information on audit committee requirements and responsibilities for national
banks, refer to the “Internal and External Audits” booklet of the Comptroller’s Handbook. For
FSAs, refer to sections 350, “External Audit,” and 355, “Internal Audit,” of the former OTS
Examination Handbook. Also refer to the Basel Committee on Bank Supervision, “The Internal
Audit Function in Banks,” June 2012. Annex 2 provides an overview of the responsibilities of an
audit committee.
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* Establish schedules and agendas for regular meetings with internal
auditors, along with external auditors when providing oversight.

* Carry out the appointment and termination, setting of compensation,
and assessment of performance of the CAE or equivalent and the
independent public accountant or external auditor.*

* Ensure external auditors are independent and objective in their findings
and consistent with their independence principles and rules. Ensure
that exterg] auditor engagement letters and any related agreements
for seryf not contain any unsafe or unsound limitation of liability
provisiongPeighgthe engagement.*

*  Monitor nc¥al reporting process and oversee the bank’s
establishmeMof'a ting policies and practices. Review the significant
qualitative aspeqs e bank’s accounting practices, including
accounting estim ial reporting judgments, and financial
statement disclosure

e Establish and maintainy#y, s (also known as whistle-blower
procedures) for bank empYoyfeff tggubmit confidential and anonymous
concerns to the committee abo !
accounting control, or auditing
up for timely investigation of co
documentation retention.

*  Meet with bank examiners at least once yrvisory cycle to discuss
findings of OCC reviews, including concl boarding audit.

*  Monitor, track, and hold management accountable for addressing
deficiencies that auditors or regulators identify. Also, when necessary,
provide discipline to ensure effective and timely response by management
to correct control weaknesses and violations of law or regulation noted in
internal or external audit reports or in examination reports.

# According to 12 CFR 363.4, “Filing and Notice Requirements,” notification to regulators must
be made on the termination of the external auditor. Also refer to 12 CFR 363.5(c), “Independent
Public Accountant Engagement Letters.”

% The board and any audit committee of all banks have this responsibility. For banks subject

to 12 CFR 363, “ Annual Independent Audits and Reporting Requirements,” however, these
unsafe and unsound provisions include those that indemnify the independent public accountant
against claims made by third parties; hold harmless or release the independent public
accountant from liability for claims or potential claims that might be asserted by the client bank,
other than claims for punitive damages; or limit the remedies available to the client bank.

¥ According to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and
Internal Audit Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing,” when
the board fulfills the audit committee responsibilities, the procedures should provide for the
submission of employee concerns to an outside director, timely investigation of complaints
received, and appropriate documentation retention.
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Heightened Standards

The audit committee reviews and approves internal audit’s overall charter and
audit plans. The audit committee should also approve all decisions regarding
the appointment or removal and annual compensation and salary adjustment of
the CAE. The committee may also oversee the CAE’s administrative activities or
designate them to the CEO.*®

tandards impose additional requirements on audit plans, as well

as additi mstances in which the internal audit should make reports to
the audit co he audit committee should be aware of, and monitor the
internal audi liahce with, these heightened standards.*°

Credit Commit

The credit committee ove@(fn

ensure compliance with boar
strategy and credit risk appetit®a
and approve the bank’s lending p
compliance with such policies. The ¢
management

ement’s handling of credit risk to
ong regarding the bank’s lending
#figs. The committee should review
monitor the lending officers’
ittee should verify that

Y

* recognizes adverse trends.

* enables early detection of problems in the rtfolio.

* takes timely and appropriate sustainable corrective actions.

* maintains an adequate allowance for loan and lease losses (ALLL).

The credit committee should oversee the bank’s credit risk management
practices to ensure they safeguard against noncompliance with loan-related
laws and regulations and the bank’s lending policies. In many banks, this
committee also approves loan applications for credits involving large dollar
amounts relative to the banks’ size and capital levels. The bank’s loan review
function should periodically report to the credit committee its conclusions
on the effectiveness of the loan rating systems and credit risk management
practices. In addition, the credit committee should monitor loan policy
exceptions and review (and approve) changes or additions to the bank’s
underwriting standards.

Asset-Liability Committee

In most banks, the board delegates responsibility for establishing specific
interest rate risk, liquidity, and other asset-liability strategies and oversight
to a committee of senior managers. If there is a board-level asset-liability
committee, the committee should

* establish and guide the bank’s strategy as well as liquidity and interest
rate risk appetite.

% For more information, refer to 12 CFR 30, appendix D, LE.8, “Internal Audit.”

¥ For more information, refer to 12 CFR 30, appendix D, I1.C.3, “Role and Responsibilities of
Internal Audit.”
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* identify senior managers who have authority and responsibility for
managing these risks.

* monitor the bank’s performance and overall interest rate risk profile and
liquidity position, ensuring that asset-liability strategies are prudent and
are supported by adequate capital and liquidity.

* ensure the bank implements sound risk management practices to
identify, measure, monitor, and control interest rate and liquidity risks.

» verify thajgmdequate resources are devoted to asset-liability management.

Regulatiofs r e board of an FSA to monitor financial derivatives

activities and t Nyte risk. The board must adopt appropriate policies and

procedures and¥Wer18dj review them.”® While the regulations apply only to

FSAs, the guidelin®s goNaih sound practices that all banks should follow.
Risk Committee

The risk committee’s pri C% gasibility is risk oversight. For smaller
banks, the audit committee sc#hci

pt required, larger banks often
should include independent
directors who review and approve a soun, anagement system

commensurate with the bank’s size, compity, 4

The risk committee’s roles and responsibilities
and may include

* helping to define the bank’s risk appetite.

* working with the board to ensure that the bank’s strategic, liquidity, and
capital plans are consistent with the bank’s risk appetite statement and
that material risks are addressed in the bank’s strategic plan.

* reviewing and approving risk limits.

* ensuring the bank has appropriate policies and procedures for
risk governance, risk management practices, and the risk control
infrastructure.

* working with management to establish processes for identifying and
reporting risks.

* regularly discussing the bank’s material risks in aggregate and by risk
type.

* regularly discussing the effect of the risks to capital, earnings, and
liquidity under normal and stressed conditions.

* ensuring the independence of the risk management functions.

* overseeing and directing the work of the CRE or equivalents.

* ensuring effective and timely escalation of material issues to the board
and holding management accountable for timely and appropriate
corrective action.

50 For more information, refer to 12 CFR 163.172, “Financial Derivatives,” and 12 CFR 163.176,
“Interest-Rate-Risk-Management Procedures.”
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Heightened Standards

The board or its risk committee should approve the risk governance framework
and any significant changes.' The board or its risk committee also should
monitor compliance with the risk governance framework.5? Each CRE should
have unrestricted access to the board risk committee regarding risk and issues
identified through IRM activities.®® The board or its risk committee approves
the appoint t and removal of a CRE and the CRE’s annual compensation
ent.>* The board or its risk committee demonstrates support
at IRM has the resources needed to carry out its

responsibilities that include enstri pliance with both state and federal
laws and regulations governing fil®ig tivities.” To ensure compliance
and appropriate oversight of fiducia igdgand asset management

committees: one for administrative decisio
oversight, and a fiduciary audit committee.
may have a variation of these committees, such
fiduciary audit committee.

bss complex banks

A bank with fiduciary powers must have an audit of fiduciary activities as
well as a fiduciary audit committee.”® Regulations outline the composition
requirements of the fiduciary audit committee. The committee oversees the
bank’s audit of significant fiduciary activities. The audit could be conducted
annually or continuously, depending on the audit’s setup. The committee
should note results of the audit and actions taken in the minutes of the board
or the fiduciary audit committee.

1 For more information, refer to 12 CFR 30, appendix D, II.A, “Risk Governance Framework.”
%2 Ibid.

% For more information, refer to 12 CFR 30, appendix D, LE.7, “Independent Risk
Management.”

* Ibid.
% Ibid.
% Ibid.

" For more information on a national bank’s fiduciary responsibilities and compliance with

12 CFR 9, “Fiduciary Activities of National Banks,” refer to the “Asset Management” and
“Internal and External Audits” booklets of the Comptroller’s Handbook. For information on

FSAs, refer to 12 CFR 150, “Fiduciary Powers of Federal Savings Associations”; to sections 350,
“External Audit,” and 355, “Internal Audit,” of the former OTS Examination Handbook; and to the
“Asset Management” booklet of the Comptroller’s Handbook.

% For more information, refer to 12 CFR 9.9, “ Audit of Fiduciary Activities.”
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Compensation Committee

A bank may have a compensation committee to oversee compensation
arrangements. This oversight includes the design and implementation of any
incentive compensation arrangements for covered employees as discussed

in the “Oversee Compensation and Benefits Arrangements” section of

this book. The committee may also review and recommend compensation

for directors, including the board and board committee fee structure. The
committee s provide periodic reports to the full board on compensation

and benefj rg. The committee should work closely with board-level
risk and audiffco ees to ensure that all committee decisions align with
the bank’s stra bjegtives and risk appetite, and appropriately balance

risk and reward. Wy fyIRllifg its responsibilities, the committee should have
an understanding ofWll Jheaagk’s compensation and benefits arrangements,
including

* the use of performanc / that are based solely on industry peer
performance comparisond
e the relationship between the bs g
risks or behaviors that the arrafg
* whether compensation arrangemey

shareholder value and not promote e
* the legal requirements governing exec

nsation arrangements.

The compensation committee may assume othe onsibilities, such as
overseeing the bank’s employee benefits plans. If the committee oversees
these activities, it should ensure the bank has a process to appropriately
administer benefits and meet the bank’s fiduciary responsibilities.

The compensation committee may engage consultants for compensation
studies and assistance with developing incentive compensation
arrangements. In addition, the compensation committee may be responsible
for monitoring administrative costs paid to third-party professionals. In
doing so, the committee should determine that no more than reasonable
compensation is paid to the third party out of employee benefit plan assets.

Corporate Governance/Nominating Committee

At many banks, the corporate governance /nominating committee duties
involve

* recommending nominees for election to the board.

* reviewing and approving a management succession policy and plan for
senior management positions.

* overseeing the bank’s corporate governance practices with regard to
board composition and independence.

As part of its director nomination process, the corporate governance/
nominating committee should establish criteria for board and committee
membership, including qualifications and independence requirements. This
committee may evaluate new nominees’ qualifications. The committee may
also assess the contributions of current directors in connection with their
re-nomination. The committee can help ensure the board reflects a mix of
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talent, expertise, and perspectives that is appropriate to the bank’s needs,
its strategic plans, and the overall effectiveness of the board. A mutual FSA
must have a nominating committee if the association’s bylaws provide for
submission of nominations for directors before the annual meeting. This
committee submits nominations to the secretary of the association.”

Other responsibilities of the corporate governance/nominating committee
include

* overse evaluation of board performance and individual director
contributi

e conducti vatation of its own performance.

* assisting ot mmittees with their self-assessments.

* periodically assesi oard size and composition.

* establishing dire olicies that address procedures for the
retirement or replacefgent yrectors.
* assessing the reportin and mechanisms through which

the board receives inform he quality and timeliness of the

information.
* overseeing director education dng @
* establishing and overseeing proccNg
including the solicitation of sharehol
nomination of directors to the board.

areholder communications,
endations for the

If the bank does not have a compensation com to review and
recommend changes to the bank’s director compensation policies, the
corporate governance/nominating committee should perform these duties.

Perform Board Self-Assessments

A meaningful self-assessment evaluates the board’s effectiveness and
functionality, board committee operations, and directors’ skills and expertise.
All boards should periodically undertake some form of self-assessment.
Board self-assessments can be valuable in improving the board’s overall
performance. Further, by acknowledging that the board holds itself
responsible for its performance, self-assessments help affirm the “tone at the
top.” The bank’s directors and senior management set the tone at the top,
which emphasizes personal integrity and accountability. The tone at the top
also involves clearly articulating and consistently enforcing the directors” and
senior management’s expectations for employee behavior.

Self-assessments may take the form of questionnaires to all directors, a group
self-assessment, formal interviews with each director, peer evaluations, or a
combination of these methods. In some circumstances, it may be worthwhile
to use an independent third party to administer the self-assessments and
provide feedback to the directors.

% For more information, refer to 12 CFR 5.21(j)(2), “Bylaws for Federal Mutual Savings
Associations.”
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A board self-assessment addresses the effectiveness of the board’s structure,
activities, and oversight, such as

e director qualifications.

e level of director participation.

e quality of board meetings and discussions, including whether one
director or a group of directors dominates the discussion.

e quality and timeliness of board materials and information.

* relevan comprehensiveness of meeting agendas.
e theb agionship with the CEO, including whether the
relationshiip j ortive but independent.

o effectivene€€oifNWredj
* effectiveness and succession planning.

e effectiveness of ecPty ssions.

e effectiveness of boardffomrgittees and committee structure.

le challenge.

An important component of a
items identified to improve per
measurable results. The board or a
implementation of recommendations from board self-assessments
and independent assessments. As part™ ight duties, the committee
may determine that board composition c eeded to address skill
and competency gaps.

ssment is to follow up on action
. The action items should produce

Heightened Standards

A covered bank’s board should conduct an annual self-assessment that includes
an evaluation of the board’s effectiveness in meeting the standards applicable to
the board.®°

Oversee Financial Performance and Risk Reporting

Sound financial performance is a key indicator of the bank’s success. The
board is responsible for overseeing financial performance and risk reporting.
As such, the board should determine the types of reports required to help
with its oversight and decision-making responsibilities.*! The reports

should be accurate, timely, relevant, complete, and succinct. Refer to the
“Maintain Management Information Systems” section in this book for more
information about management information systems (MIS). The information
requirements, particularly the number and variety of reports, depend on

the bank’s size, complexity, and risks. The board and management should
ensure that the information is sufficient to keep relevant parties informed

of the financial condition and performance of all the bank’s material lines of
business. In addition, the board and management should make sure that

% For more information, refer to 12 CFR 30, appendix D, III, “Standards for Board of Directors.”

" For more information on the types of reports and measures the board uses to assist in its
oversight responsibilities, refer to Detecting Red Flags in Board Reports: A Guide for Directors.
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information requirements evolve as the bank grows in size and complexity
and as the bank’s environment or strategic goals change.

Reports presented to the board should highlight important performance
measures, trends, and variances rather than presenting the information as
raw data. Some banks use dashboard-style reports to communicate the risk
and performance indicators to the board.

Performance risk reports should enable the board to

e underdfa e drivers of financial performance.

e understa luate the potential impact of business units and their
risk on finagiaNpegf@rmance.

* assess the ad c\oi)apital, liquidity, and earnings.

* monitor perfor t s and projections.

* monitor financial perfrmafce against strategic goals.

* monitor risk positionNggel to the risk appetite, limits, and
parameters.

* monitor the types, volume i#flpacts of exceptions to policies and

operating procedures.
¢ understand model risks and relif§

* assess the impact of new products OF sg#§c

* assess evolving risks related to changiNg t gies and market
conditions.

* monitor risks related to third-party relation involving critical
activities.

* assess potential litigation costs and reserves.

Useful performance reports are likely to include, but are not limited to, the
following information:

* Financial statements and peer comparison reports

* Budget variance reports

* Metrics on key risks

* Asset quality indicators and trends

* Allowance for loan and lease loss analysis

* Concentrations of credit

* Liquidity position and trends and contingency funding plans

* Interest rate sensitivity analyses

* Performance metrics for new products and services

* Outsourced critical activities

* Off-balance-sheet activity and exposures, including derivative exposures

* Growth rates and projections

* Capital position, trends, and capital adequacy assessments

* Key business unit performance

* Policy exception monitoring reports

* Performance measurements and metrics vis a vis risk appetite,
performance goals, and strategic goals

e Earnings trends and quality, including non-interest income and expenses
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Serve the Community Credit Needs

Each bank has a responsibility to help meet the credit needs of its
communities, consistent with safe and sound lending practices, and has an
obligation to ensure fair access and equal treatment to all bank customers.
The CRA is intended to prevent redlining and to encourage banks to help
meet the credit needs of all segments of their communities, including low-
and moderate-income neighborhoods.®

The board develop a high-level understanding of what activities meet
the requirem e CRA to ensure that strategic plans consider activities
that qualify u e¥RA. As part of its governance responsibilities,

the board shou or ard fulfilling the credit needs of the bank’s
community, includi et or underserved banking needs.

Management should maipftain @constructive dialogue with community
members. This dialogue ement and the board better understand
where community needs are g adequately addressed and what role
the bank might play in helping those needs. Significant reputation,
strategic, and compliance risks an e to litigation exist when banks
do not help meet the credit needs of 4
and sound lending practices or when th
treatment to all bank customers. A failure

Individual Responsibilities of Directors

Each director has individual responsibilities and should meet these
responsibilities when overseeing the bank’s operations.

Attend and Participate in Board and Committee Meetings

Directors should demonstrate a willingness and ability to prepare for,
attend, and participate in all board and committee meetings to make a sound
contribution to the oversight function. Directors should attend meetings as
often as possible. A director’s time commitment should be sufficient to stay
informed about the bank’s risks, business and operational performance, and
competitive position in the marketplace. The time commitment is likely a
function of the bank’s size and complexity as well as the committee work
required of the director.

Board meetings should be focused and productive by following agendas that
permit adequate time for presentation and discussion of material issues. The
thoughtful preparation of an agenda for each board meeting should provide
directors with reasonable assurance that all important matters are brought

to their attention. While the agenda should be carefully planned, it should
be flexible enough to accommodate unexpected developments. The board
should have a process for soliciting potential agenda items from individual
directors and from others within the bank.

¢ For more information on national banks, refer to the “Community Reinvestment Act
Examination Procedures” booklet of the Comptroller’s Handbook. For FSAs, refer to section 1500,
“Community Reinvestment Act,” of the former OTS Examination Handbook.
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Request and Review Meeting Materials

The board is responsible for working with management to determine what
information the board needs at meetings to monitor the bank’s operations,
make decisions, and ensure compliance with laws and regulations.
Information should give directors a complete and accurate overview of the
bank’s condition, activities, and issues. Management is responsible for being
transparent and providing information in a concise and meaningful format.
Reports to rd should be subject to periodic audits to ensure the

t
integrity o thiNggtogmation.
Directors sho i@vided with information from a variety of sources,
n

including mana rd committees, outside experts and advisors, risk
management and ¢ fafce personnel, and internal and external auditors.

The board should ag sy of key performance measurements and risk
indicators that are trackeqat e oard meeting. For the board to effectively
oversee the bank’s adherert™®t greed-upon strategy and risk appetite,
directors should have sufficiefit4 tion about the bank’s material risks,

including emerging risks.

Directors should receive the informa ance of their meetings so
there is sufficient time to review the in oryreflect on key issues,
prepare for discussion, and request suppl&gerta@ormation as necessary.
Q

The board meeting materials should be kepttggfl ial because of the
sensitive nature of the information.

The chair or lead director should periodically review the content of the
meeting materials with the other directors and provide useful feedback to
management. For example, instead of being inundated with technical detail,
the board might request that all pre-meeting reading materials include one-
to two-page executive summaries, as well as questions the directors should
be prepared to address at meetings. When feasible, directors might also have
access to secure online analytical tools that allow them to review additional
information as needed or compare the bank’s performance with a custom
peer group and established benchmarks.

Make Decisions and Seek Explanations

The board’s decision-making process should include constructive, credible
challenge to the information and views provided by management. The
ability to provide credible challenge is predicated on the qualifications of
the directors and receipt of accurate, complete, and timely information.

The quality of information received by the directors affects their ability to
perform the board oversight function effectively. If a director is unable to
make an informed decision because of inadequate information provided by
management, the decision should be postponed until sufficient information
is provided and the board has additional time to discuss and review the
information. If this is a recurring problem, the board should review the
format of board proceedings or management’s responsiveness to director
inquiries. Directors should take the initiative to address potential problems.

Effective directors ask incisive questions and require accurate, timely, and
honest answers. Effective directors also demonstrate a commitment to the
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bank, its business plan, and long-term shareholder value. In addition, they are
open to other opinions and are willing to raise tough questions in a manner
that encourages a constructive and engaging boardroom atmosphere.

Review and Approve Policies

Policies set standards and courses of action to achieve specific goals and
objectives established by the board. The directors should approve a clear set of
policies that ggdes management and staff in the operation and administration

Policies should istent with the bank’s goals, risk appetite, and
regulatory red en®. Furthermore, certain statutes and regulations require
written policies dgyvern pecific activities or programs. Refer to appendix B
of this book for a listf ies and programs subject to board approval.

The board or its designatfl congmittees should periodically review policies
and oversee revisions. As 0 e, the board should approve risk limits
for specific policies and moni imits periodically. If exceptions to a
particular policy are approachi ing risk limits, the board should
take appropriate action, which inc yssing the policy, risk appetite,
or strategy. Adjustments to the strate¥ iglude a slowdown of growth,
placing a temporary moratorium on activijg xiting the line of business.
ry to respond to

br business conditions.
g monitor compliance

significant changes in the bank’s resources, a
The board also should specify means to measu
with board-approved policies.

Exercise Independent Judgment

Independence is the core of effective board oversight. The board should
exercise independent judgment in carrying out its responsibilities. Each
director should examine and consider management’s recommendations
thoroughly, but exercise independent judgment. Effective credible challenge
among directors is healthy and can suggest that the board is independent
and not operating under undue influence by management or from an
individual director.

To ensure objectivity and impartiality, the bank should have a conflict of
interest policy that provides clear independence standards and conflict of
interest guidelines for its directors. This policy should provide sufficient
guidance to address behaviors or activities that may diminish directors’
ability to make objective decisions and act in the best interests of the
institution. Directors should also structure their business and personal
dealings with the bank to avoid even the appearance of a conflict of interest.
Such dealings must comply with legal and regulatory requirements. The
policy should also describe situations when directors must abstain from
decision making. Conflicts of interest should be promptly reported to the
board.®® Refer to the “Establish an Appropriate Corporate Culture” section in
this book for more information.

% For more information, refer to the “Insider Activities” booklet of the Comptroller’s Handbook.
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To strengthen board independence, the independent directors should
convene executive sessions as needed. Executive sessions allow the
independent directors to discuss the effectiveness of management, the
quality of board meetings, and other issues or concerns without the potential
influence of management. Executive sessions make it easier for independent
directors to ask questions, express unpopular opinions, and test their
instincts without the risk of being seen as uninformed or undermining the
CEO's authorjgyg Executive sessions also can provide a forum for director

g % ings with advisors and regulators.

Heightened Standards

ppendent oversight of a covered bank’s management, at
least two members o r

* should not be an offi ergfloyee of the parent company or covered
bank and should not have officer or employee of the parent
company or covered bank

» should not be a member of the
been within the last three years; g
or covered bank.%®

» should qualify as an independent direc deP the listing standards of a
national securities exchange, as demon¥gat OCC'’s satisfaction.%®

family®* of a person who is, or has
ive officer of the parent company

Board and Management’s Roles in Planning

The board is responsible for establishing the bank’s goals and for overseeing
that the bank has the personnel as well as the financial, technological, and
organizational capabilities to achieve those goals. Ongoing changes in the
banking industry make it essential for the bank to have a clear strategic plan
as well as operational plans.

Strategic Planning

A strategic plan defines the bank’s long-term goals and its strategy for
achieving those goals. The bank should have a strategic planning process
that results in a board-approved, written strategic plan. The strategic plan
should be consistent with the bank’s risk appetite, capital plan, and liquidity
requirements.

The bank’s strategic planning process should answer the following four
questions for the board and senior management:

1. Where are we now? Senior management should evaluate the bank’s
internal and external environment and its strengths, weaknesses,
opportunities, and threats. The internal review identifies the bank’s
strengths and weaknesses. The external analysis helps to recognize

¢ As defined in 12 CFR 225.41(b)(3), “Immediate Family,” of Regulation Y.
% As defined in 12 CFR 215.2(e)(1), “Executive Officer,” of Regulation O.
% Refer to 12 CFR 30, appendix D, III.D, “Include Independent Directors.”
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threats and opportunities including regulatory, economic, competitive,
and technological matters.

2. Where do we want to be? Senior management should establish or
confirm the bank’s missions, goals, and objectives. A mission statement
should reflect the bank’s purpose and values. Goals are general
statements about what must be achieved and stem from the mission and
the board’s vision. Objectives are statements of specific, measurable tasks
that the board, management, or staff needs to perform to reach its
goals.

3. How do re? Senior management should design the bank’s
strategic pl jgve the bank’s goals and objectives. The plan
should be tai the bank’s internal capabilities and business

environment. A

tigsmplan should be based on realistic assumptions,
consider the assoc1at@, and be aligned with the bank’s risk
ta

appetite. The plan sh igto account the resources needed to reach
the bank’s goals and obje fls well as potential effect on earnings,
capital, and liquidity. Techn®lo irements and constraints also
should be considered.

4. How do we measure our progre measurement and reporting
on the bank’s objectives keep the boar nior management focused
on whether the bank is achieving estaP\gh: s in the strategic
plan. A periodic progress report or scoreca Id indicate whether
timelines and objectives are being met and 1Nw#itional or alternative
actions need to be implemented.

Cl

As the bank grows in size and complexity and its risk profile increases, the
process should become more formalized. A formalized process should define
the board’s and management’s roles and responsibilities, indicate timing and
frequency of activities, and establish monitoring activities.

Typically, the strategic plan spans a three- to five-year period and includes
the bank’s goals and the objectives to achieve those goals. Strategic
planning should be linked to the bank’s risk management and capital
planning processes. The strategic plan should be consistent with the
board’s articulated risk appetite and liquidity requirements as well as

the bank’s capital base. The strategic plan should be dynamic; as changes
occur, planning and implementation should be adjusted to reflect current
conditions. If the bank is a subsidiary of a holding company, the board may
consider developing one consolidated strategic plan. Continuous monitoring
of activities should allow the board and management to measure the actual
and potential risks associated with achieving the bank’s strategic goals and
objectives. This monitoring includes whenever the bank introduces new,
expanded, or modified products and services. When the bank engages in
merger or acquisition activities, it should perform a retrospective review

of the merger’s or acquisition’s success. The retrospective review should
consider the impact on financial performance, IT infrastructure, system
integration, and human resources.
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The board is responsible for overseeing the bank’s strategic planning
process and management’s implementation of the resulting strategic plan.
During the planning phase, the board should provide a credible challenge
to management’s assumptions and recommendations. The board should
understand the risks associated with the success and failure of the plan. With
the help of progress reports, the board should carefully monitor and assess
the strategic plan. The board should ensure that management actions and
decisions remghg consistent with the bank’s strategic plan. In addition, the
board sho % gnize whether the bank has a reasonable strategy and, if
not, challengefMa ment’s decisions, drive sustainable corrective actions,
or change the irection, as appropriate. The board should require
management to a@@®ytingency plan if the original plan fails to achieve
its objectives.

Senior management, in chsult§tion with the board and business line
managers, should develo tr ic planning process that results in

a board-approved, written st lan. Management is responsible

for implementing the bank’s stiffte and developing policies and
processes to guide the plan’s exec agement also should develop
monitoring systems to report actual eport key performance
indicators and key risk indicators, and the bank’s objectives and
risks remain aligned with the risk appetit

Heightened Standara-

The CEO should be responsible for developing a written strategic plan with input
from frontline units, IRM, and internal audit. The board should evaluate and
approve the strategic plan and monitor management’s efforts to implement the
strategic plan at least annually.

The strategic plan should cover, at a minimum, a three-year period and

» contain a comprehensive assessment of risks that have an impact on the
covered bank or that could have an impact on the covered bank during the
period covered by the strategic plan.

» articulate an overall mission statement and strategic objectives for the
covered bank, and include an explanation of how the covered bank will
achieve those objectives.

» explain how the covered bank will update, as necessary, the risk
governance framework to account for changes in the covered bank’s risk
profile projected under the strategic plan.

* be reviewed, updated, and approved, as necessary, due to changes in
the covered bank’s risk profile or operating environment that were not
contemplated when the strategic plan was developed.®”

New Products and Services

A key consideration in the bank’s strategic planning process is growth and
new profit opportunities for the bank. These opportunities include expanding

¢ For more information, refer to 12 CFR 30, appendix D, IL.D, “Strategic Plan.”
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existing products and services and introducing new ones. To stay relevant in
a rapidly changing and evolving financial service industry, the bank should
adapt as customer demographics, needs, and demands evolve. Remaining
nimble may lead to opportunities for growth in new lines of business.

New products and services often require substantial systems support,

new expertise, substantial lead time, and significant financial investment.
Planning for these new activities should include assessing potential risks and
returns and ishing performance objectives that are carefully monitored
as new priul services are initiated.® Management should ensure that
the board or eleglitq& committee has reviewed and approved plans for new
activities and tigt tNe plags clearly articulate the potential risks and returns.

Policies should be1r§fp] efore the bank engages in any new activity. The
board and managem Pulqoversee all new, expanded, or modified
@‘ ffective risk management process. The

products and services th
risk management process

* performing adequate due d
service.

properly measured, monitored, and
* developing and implementing appro
review systems.

mance monitoring and

The formality of the bank’s risk management process should reflect the
bank’s size and the complexity of the product or service offered. Depending
on these factors, it may be appropriate for the bank to establish a senior
management or risk committee to oversee development and implementation
of the product or service.

Capital Planning

Capital planning is integral to ensuring safe and sound operations and
viability. The board and senior management should ensure that the bank has
sufficient capital that fully supports the current and anticipated needs of the
bank. Because raising capital normally becomes more difficult and expensive
when the bank has problems, any capital raising events should begin before
major issues materialize. The board and senior management should regularly
assess capital to ensure that levels remain adequate, not just at one point in
time, but over time.

Capital planning is a dynamic and continuous process that should be
forward-looking to ensure capital adequacy.” The capital planning process
and the resulting capital plan need to evolve as the bank’s overall risks,
activities, and risk management practices change. The most effective capital

% For more information regarding national banks, refer to OCC Bulletin 2004-20, “Risk
Management of New, Expanded, or Modified Products and Services: Risk Management
Process.” For more information regarding FSAs, refer to section 760, “New Activities and
Services,” of the former OTS Examination Handbook.

% For more information, refer to OCC Bulletin 2012-16, “Capital Planning: Guidance for
Evaluating Capital Planning and Adequacy.”
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planning considers short- and long-term capital needs over at least three
years. In addition, capital planning should align with the bank’s strategic
planning process. The content and depth of the bank’s capital planning
process should be commensurate with the overall risks, complexity, and
corporate structure.

Capital planning is especially critical for mutual FSAs, which are subject
to the same regulatory capital requirements as stock banks.” Unlike stock
banks, mut s have very limited means to increase regulatory capital
cgpital almost exclusively through retained earnings.

Stress testing ¥s sntial element of the capital planning process. Banks
can use stress teNng t blish and support a reasonable risk appetite and
limits, set concentraforNimits, adjust strategies, and appropriately plan

for and maintain ade ap\al levels. Effective stress testing enables

the board to consider thefmpa&sgo capital under various scenarios (for
example, best, most likely, Oy case). The results of the stress testing
may help management devel t lans to address negative outcomes.
For community banks with total a INo $10 billion, the sophistication
and rigor of stress testing depends 0g @ nk’s size, portfolio risk, and
complexity.”

For banks with total assets greater than $TR\piMogMmQodd-Frank requires
annual stress testing.”? The board and manag®y @ ould establish a
comprehensive, integrated, and effective stressWgi#fle process that fits into
the bank’s broader risk management.

As part of the board’s oversight of capital planning, it should direct
management to ensure the integrity, objectivity, and consistency of the capital
planning process. The board should review and approve its capital planning
process and capital goals at least annually, or more frequently as warranted.
The board should ensure that the planning process addresses the bank’s
capital needs in relation to material risks and strategic plans. In addition,
the board and management should evaluate internal and external sources

of capital to develop a strategy to increase capital whenever necessary. An
effective board holds management accountable for identifying and taking
sustainable corrective actions if shortcomings or weaknesses in the capital
planning process become apparent or if the level of capital falls below
identified needs.

Senior management is responsible for developing a capital plan that
integrates the bank’s strategy, risk management, and capital and liquidity
planning decisions. The capital planning process should include

70 For more information, refer to OCC Bulletin 2014-35, “Mutual Federal Savings Associations:
Characteristics and Supervisory Considerations.”

I For more information, refer to OCC Bulletin 2012-33, “Community Bank Stress Testing:
Supervisory Guidance.”

72 For more information, refer to 12 CFR 46, “ Annual Stress Test”; OCC Bulletin 2012-14,
“Interagency Stress Testing Guidance”; and OCC Bulletin 2014-5, “Dodd-Frank Stress Testing:
Supervisory Guidance for Banking Organizations With Total Consolidated Assets of More Than
$10 Billion but Less Than $50 Billion.”

46 The Director’s Book



Board of Directors > Board and Management’s Roles in Planning

* identifying and evaluating risks.

* setting and assessing capital adequacy goals that relate to risk.

* maintaining a strategy to ensure capital adequacy and contingency
planning.

* ensuring integrity in the internal capital planning process and capital
adequacy assessments.

Senior managgment should anticipate changes in the bank’s strategic
direction, rj ile and risk appetite, business plans, operating

environm®nt, er factors that materially affect capital adequacy. Senior
management d &tablish contingency plans, including identification or
enhancement oNgea @"ategies for capital preservation during economic

downturns or oth s §f stress.

Operational Plann

The planning process begt
responsibility for establishin
budgets to meet strategic plans resg
Operational plans flow logically fr&ng ategic plan by translating long-
term goals into specific, measurable 3 4 board should approve the
operational plans after concluding that th, listic and compatible with
the bank’s risk appetite and strategic objecges.

daveloping a strategic plan. The
pmenting operational plans and
{he CEO and management.

Operational plans are narrower in scope than ¢ plans, have more
detail, are in effect for shorter periods of time, and provide the means of
monitoring progress toward achieving strategic goals. Common examples
of operational plans are budgets, annual staffing, marketing, liquidity,” and
contingency plans. The size and complexity of the bank’s operations, as well
as the bank’s risk appetite, are important considerations when reviewing the
level of formality and depth of the operational planning process.

Disaster Recovery and Business Continuity Planning

Disruptions to operations can result in loss of bank premises or systems
supporting customer activities, such as online and mobile applications.
Sound business continuity plans allow banks to respond to such adverse
events as natural disasters, technology failures, cyber threats, human
error, and terrorism. Banks should be able to restore information systems,
operations, and customer services quickly and reliably after any adverse
event. Banks therefore should have resilient business operations and
minimize customer service disruptions.”™

Banks’ business continuity plans should forecast how departure from a
business routine caused by a major operational loss could affect customer
services or bank resources. Business continuity plans should address backup
procedures, alternate facilities, and business resumption processes.

7 For more information on liquidity planning, refer to the “Liquidity” booklet of the
Comptroller’s Handbook.

7 For more information, refer to the “Business Continuity Planning” booklet of the FFIEC
Information Technology (IT) Examination Handbook.
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The board should review and approve adequate disaster recovery and
business continuity plans at least annually. The board should also oversee
implementation and approve policies relating to disaster recovery and
business continuity. Additionally, the board should ensure management
continually updates the business continuity plan to reflect the current
operating environment and adequately tests the plan to confirm its
viability.

Senior man nt is responsible for establishing and implementing
policies a res and defining responsibilities for bank-wide
business contghyj nning. Management should document, maintain, and
test the bank’s usNesggeontinuity plan and backup systems periodically to
mitigate the cons eof system failures, natural and other disasters,
and unauthorized irRgugo anagement also should report the tests of

the plan and backup systffms tthe board annually.

Information Technolo

Banks rely heavily on IT to pro ? ansactions, maintain critical
records, and supply reports to the
business risk.” As such, a bank’s IT uld have the capability

to aggregate risks across the bank in a tim ner and under stress
situations. Information provided by manaSgmen eports should be
accurate, timely, and sufficiently detailed to @ e bank’s safe and
sound operation. Board and management respd ities include third-
party relationship risk management and safeguarding customers’ nonpublic
information.

The board should demonstrate that it has an adequate understanding of the
bank’s IT infrastructure, inherent risks, and existing controls. Banks may
employ a CIO, a chief information security officer (CISO), a chief operating
officer (COO), or a chief technology officer (CTO). Titles and positions vary
depending on the bank’s structure, size, and complexity. This designated
individual or individuals (CIO, CISO, COO, or CTO) should provide
periodic updates on the bank’s IT infrastructure, operations, and information
security-related risks to the board.

Information Security

Banks are critically dependent on their information and technology assets,
such as hardware, software, and data. The board and management should
protect information and technology assets to ensure operational continuity,
financial viability, and the trust of customers. The unauthorized loss,
destruction, or disclosure of confidential information can adversely affect the
bank’s reputation, earnings, and capital.

Interagency guidelines address standards for developing and implementing
administrative, technical, and physical safeguards to protect the security,

7> For more information, refer to the “Management” booklet of the FFIEC IT Examination
Handbook.
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confidentiality, and integrity of customer information.” The guidelines also
discuss assigning specific responsibility for implementing an information
security program and reviewing reports from management.

Based on the guidelines, the board is responsible for overseeing the
development, implementation, and maintenance of a comprehensive, written
information security program. The guidelines require the board, or a board
committee, to approve the bank’s written information security program at
least annua

Management evelop an information system program to protect

the security a fidentiality of customer information. A robust risk
assessment drivgthe W mation security program. The risk assessment
provides guidance f@election and implementation of security controls
and the timing and n ting those controls.

Board and Manag %’ Roles in Risk Governance
¢ t%@

Risk governance, which is part porate governance framework,

is the bank’s approach to risk man [JRisk governance applies the
principles of sound corporate goverri identification, measurement,
monitoring, and controlling of risks. Ris rrwnce helps ensure that risk-
taking activities are in line with the bank’sWjrate d risk appetite. Key
components of risk governance include the r e, the risk appetite, and
the bank’s risk management system.

The board or risk committee and senior management play critical roles in the
bank’s risk governance by (1) setting the tone at the top, (2) setting the bank’s
strategic objectives and risk appetite, and (3) establishing an appropriate

risk management system to manage the risks associated with meeting the
strategic objectives.

Risks may arise from bank activities or activities of subsidiaries, affiliates,
counterparties, or third-party relationships. Any product, service, or activity
may expose the bank to multiple risks. These risks may be interdependent—
an increase in one category of risk may cause an increase in others. The
interrelationship of the bank’s risks and the potential impact on its earnings,
capital, and strategic objectives require the risks to be assessed, evaluated,
and managed enterprise-wide. This concept is commonly referred to as
enterprise risk management (ERM). ERM helps the board and management
view the bank’s risks in a comprehensive and integrated manner. ERM also
helps identify concentrations that may arise from a single business line or
multiple business lines that, when aggregated, represent concentration risk
that may require board and management actions. To be successful, ERM
should be supported by the board and senior management. If the bank is a
subsidiary of a holding company, it may be appropriate to implement ERM
from a corporate standpoint.

76 For more information, refer to 12 CFR 30, appendix B, “Interagency Guidelines Establishing
Information Security Standards.”
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Risk Governance Framework

A risk governance framework, as shown in figure 1, is an essential
component in effectively managing the bank’s enterprise-wide risks. The
framework is the means by which the board and management

* establish and reinforce the bank’s risk culture.

* articulate and monitor adherence to the risk appetite.

* establish gajsk management system with three lines of defense to
ire, monitor, and control risks.

Figure 1: Ris n&yce Framework

Risk

Risk managemenNgy.

First line Second line ine
of defense of defense efense
Frontline units, IRM, loan review, Internal audit,

business units, compliance officer, including
or functions chief credit officer independent
that create risk assurance

The framework should cover all risk categories applicable to the bank —
credit, interest rate, liquidity, price, operational, compliance, strategic, and
reputation. These categories of risk and their risk to the bank’s financial
condition and resilience are discussed in the “Bank Supervision Process”
booklet of the Comptroller’s Handbook. Risk governance frameworks

vary among banks. Banks should have a risk governance framework
commensurate with the sophistication of the bank’s operations and business
strategies.

The board is responsible for overseeing the design and implementation of the
risk governance framework. The board should require periodic independent
assessments to determine the framework’s effectiveness, which may involve
reviewing components of or all of the framework.

Senior management is responsible for developing and maintaining the risk
governance framework, which enables management to effectively identify,
measure, monitor, control, and report risk exposures consistent with the
board-established risk appetite. Senior management should report to the
board on the bank’s overall risk profile, including aggregate and emerging
risks.
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Heightened Standards

A covered bank should establish and adhere to a formal written risk governance
framework designed by IRM and approved by the board or the board’s risk
committee.”” The risk governance framework should include delegations of
authority from the board to management committees and executive officers as
well as the risk limits established for material activities.”® IRM should review and
governance framework at least annually and as often as needed
N/ements in industry risk management practices and changes

2 s risk profile caused by emerging risks, its strategic plans,
or other interfflal ternal factors.”® As a general matter, a covered bank
board may ad

parent company’s risk governance framework, if the parent
company'’s fram o@ the applicable regulatory standards and the risk

profiles of the parenfco nd covered bank are substantially the same.®°

Risk Culture /
Risk culture is the shared values, aj y

throughout the bank that shape and ¢ gre ocovernance practices and risk
decisions. As a subset of corporate cultwe 4 lture pertains to the bank’s
risk approach and is critical to a sound ris gNerggunce framework. To
promote a sound risk culture

ompetencies, and behaviors

* the board should take the lead in establishi tone at the top by
promoting risk awareness within a sound risk culture. The board should
convey its expectations to all employees that the board does not support
excessive risk taking and that all employees are responsible for ensuring
the bank operates within the established risk appetite and limits.

* senior management should implement and reinforce a sound risk culture
and provide incentives that reward appropriate behavior and penalize
inappropriate behavior. Management should ensure material risks
and risk-taking activities exceeding the risk appetite are recognized,
escalated, and addressed in a timely manner.

Risk Appetite

The bank’s risk appetite is another essential component of an effective

risk governance framework and reinforces the risk culture. The bank’s

risk appetite is the aggregate level and types of risk that the board and
management are willing to assume to achieve the bank’s goals, objectives,
and operating plan, consistent with applicable capital, liquidity, and other
requirements. The development of a risk appetite should be driven by both
top-down board leadership and bottom-up management involvement.

77" For more information, refer to 12 CFR 30, appendix D, II.A, “Risk Governance Framework.”

78 Ibid.
7 Ibid.
8 For more information, refer to 12 CFR 30, appendix D, I, “Introduction.”
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Successful implementation depends on effective interactions among the
board, senior management, IRM, and frontline units.

The board’s role is to review and approve the bank’s risk appetite and
risk limits, including concentration limits. The risk appetite should be
communicated throughout the bank. For larger, more complex banks, the
board should have a written statement that outlines the risk appetite. The
board should reevaluate and approve the risk appetite at least annually.

t, in consultation with the board, develops the risk

appetite. Seni ement’s responsibility is to execute the strategic,

\ lans within the board-approved risk appetite and
nt with the board-approved risk appetite, senior

established limi1
management shou

* establish, in consultatyfon wjh the board, risk limits for specific risk
categories, business UNgg, a ines of business (e.g., concentration
limits).%!

* establish appropriate metrid® f

* ensure timely, accurate, and tr
across the institution as well as

* report and develop action plans, wie
approached or breached.

* establish an escalation process to ensure
or problems are escalated to senior manage
retribution), the CRE, and the risk committee or designated committee,
as appropriate.

geuring and monitoring risk results.
MIS and reports regarding risks,
b pRard and senior management.

81" In smaller, less complex banks, the board, instead of senior management, may approve
business line risk limits and concentrations.
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Heightened Standards

A covered bank should have a comprehensive written statement that articulates
the bank’s risk appetite and serves as the basis for the risk governance
framework. The risk appetite statement provides the basis for the common
understanding and communication of risk throughout the bank. The risk appetite
statement should include both qualitative components and quantitative limits. The
qualitative cogrponents should describe a safe and sound risk culture and how
the bank vg @ ss and accept risks, including those that are difficult to quantify.
Quantitafe ould incorporate sound stress testing processes and
address the ings, capital, and liquidity.®? To be effective, the bank’s
risk appetite sfge st be communicated and implemented throughout the

The board or its risk p ould review and approve the bank’s risk
appetite statement at leasffannudlly or more frequently, as warranted, based on
material changes in the covered bank’s
r market conditions.®

d
The risk appetite statement should
ensure that their risk-taking decisio
should establish and adhere to enterp

risk limits. These policies should state how a
identified, measured, monitored, and contro
risk appetite statement. Frontline units and IR
responsibilities.?®

business model, strategy, risk

nicated to all employees to
the risk appetite statement. IRM
igMjhat include concentration
risks are effectively
n nt with the bank’s
itoring and reporting

Risk Management System

The bank’s risk management system comprises its policies, processes,
personnel, and control systems, which are further discussed in the
“Administer a Risk Management System” section of this book. A sound

risk management system identifies, measures, monitors, and controls risks.
Because market conditions and company structures vary, no single risk
management system works for all banks. The sophistication of the risk
management system should be proportionate to the risks present and the size
and complexity of the bank.

A common risk management system used in many banks, formally or
informally, involves three lines of defense: (1) frontline units, business units,
or functions that create risk; (2) IRM, loan review, compliance officer, and
chief credit officer; and (3) internal audit.

8 For more information, refer to 12 CFR 30, appendix D, ILE, “Risk Appetite Statement.”

% For more information, refer to 12 CFR 30, appendix D, IL.G, “Risk Appetite Review,
Monitoring, and Communication Processes.”

8 Ibid.

% For more information, refer to 12 CFR 30, appendix D, ILE, “Risk Appetite Statement,” and
I1.G, “Risk Appetite Review, Monitoring, and Communication Processes.”
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1. The first line of defense is the frontline units, business units, or
functions that create risk. These groups are accountable for assessing
and managing that risk. These groups are the bank’s primary risk
takers and are responsible for implementing effective internal controls
and maintaining processes for identifying, assessing, controlling, and
mitigating the risks associated with their activities consistent with the
bank’s established risk appetite and risk limits.

2. The secogfNjne of defense is commonly referred to as IRM, which
overs aking and assesses risks independent of the frontline
units, busghes its, or functions that create risk. IRM complements the

frontline -taking activities through its monitoring and reporting
responsibilit uAng compliance with the bank’s risk appetite.
IRM also provids i jnto key risk decisions. Additionally, IRM is

responsible for id ng,Yneasuring, monitoring, and controlling
aggregate and emerg rr‘isfnterprise-wide. In some banks, the second
a

line of defense is less for includes such functions and roles as
loan review, a chief compliagfCefbtfger, or a chief credit officer.

3. The third line of defense is int
assurance to the board on the eff8
management, and internal controls.

lu)t, which provides independent
f governance, risk
alWudit may be in-house,

outsourced, or co-sourced.
While many banks have not formally adopted Q ee lines of defense,
most banks have the basic elements. In smaller, noncomplex banks, risk
management processes and internal controls are often integrated in the
frontline units. In larger banks, the three lines of defense are more clearly
defined and visible. In these banks, IRM is under the direction of a CRE or
equivalent. The board or risk committee should be involved in the selection,
oversight, and dismissal of the CRE. The CRE should have unfettered access
to the board or board committees to discuss risk concerns identified through
risk management activities.

The board should oversee the bank’s risk management system to ensure
that the system identifies, measures, monitors, and controls risks. If the bank
does not have a CRE, the board should appoint a qualified individual or
committee to oversee the bank’s ERM process. While a qualified individual
independent of day-to-day frontline management is preferred, it may not

be practical for every bank. When impractical, the board should consider
selecting a senior-level staff member who has a good understanding of the
bank’s operations across the various business lines. This person should have
access to the board or risk committee to convey risk concerns.

Capable management is essential to an effective risk management system.
Senior management is responsible for the implementation, integrity, and
maintenance of the risk management system. Senior management should

* keep directors adequately informed about risk-taking activities.

e implement the bank’s or holding company’s strategy.

* develop policies that define the bank’s risk appetite and ensure they are
compatible with the strategic goals.

54 The Director’s Book



Board of Directors > Board and Management’s Roles in Risk Governance

* ensure the strategic direction and risk appetite are effectively
communicated and adhered to throughout the bank.

* oversee the development and maintenance of MIS to ensure the
information is timely, accurate, and relevant.

Heightened Standards

uld oversee the covered bank’s risk-taking activities;
pendent of frontline units; and identify and assess
nk and material aggregate risks.%

concentrations a

Internal audit should, otMgr things, ensure that the covered bank’s risk
governance framework ¢ py the applicable regulatory standards and is
i

appropriate for the bank’s xity, and risk profile. Internal audit should
maintain a complete and curr: tory of all the covered bank’s material
processes, product lines, services, jons, and assess the risks, including
emerging risks, associated with eac llectively provide a basis for the
audit plan.®®

A covered bank’s board should actively over e¥qvered bank’s risk-taking
activities and hold management accountable € adh :!!I g to the risk governance

framework. In providing active oversight, the bo bly on risk assessments
and reports prepared by IRM and internal audit to ? the board’s ability
to question, challenge, and, when necessary, oppose recommendations and
decisions made by management that could cause the covered bank’s risk profile
to exceed its risk appetite or jeopardize the safety and soundness of the covered

bank.®

Within a sound risk management system, the bank should have internal
controls and information systems that are appropriate to the bank’s size and
the nature, scope, and risk of the bank’s activities.”

The board is responsible for ensuring that a system of internal controls
is in place. The board should periodically receive information about the
effectiveness of the bank’s internal controls and information systems.

% For more information, refer to 12 CFR 30, appendix D, I1.C, “Roles and Responsibilities.”
8 For more information, refer to 12 CFR 30, appendix D, I1.C.1, “Role and Responsibilities of
Front Line Units.”

% For more information, refer to 12 CFR 30, appendix D, I1.C.2, “Role and Responsibilities of
Independent Risk Management.”

% For more information, refer to 12 CFR 30, appendix D, I1.C.3, “Role and Responsibilities of
Internal Audit.”

% For more information, refer to 12 CFR 30, appendix D, IIL.B, “Provide Active Oversight of
Management.”

91 For more information on national banks, refer to the “Internal Control” booklet of the
Comptroller’s Handbook. For FSAs, refer to section 340, “Internal Control,” of the former OTS
Examination Handbook.
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Senior management should design and implement a system of internal
controls that readily identifies, measures, monitors, and controls risk.

Senior management should provide the board timely, accurate, and reliable
information about current and potential risk exposures and their potential
impact on earnings, capital, and strategic objectives, particularly under
adverse or stress scenarios. Risk reporting should readily identify significant
and emerging risks and issues as well as determine areas that need
improvemen

The boardébr t gommittee should require a periodic independent

assessment offthglaM{’s overall risk governance and risk management

practices, whic bggonducted by internal audit. The reports should

provide an overaMopijorjon the design and effectiveness of the bank’s risk

governance framew®&, ing its system of internal controls. In smaller,
t.

less complex banks, the bffard spould consider how internal audit reviews
incorporate overall risk e

Risk Assessment Procds

A risk assessment process should sound risk governance
framework. A well-designed risk as t gagocess helps the board and
management address emerging risks a age and allows them to
develop and implement appropriate strat ogN}igate the risks before
they have an adverse effect on the bank’s sai®, @ pundness or financial
condition. The completed risk assessments shoNd# integrated into the
bank’s strategic planning process and risk management activities.

The board should oversee management’s implementation of the bank’s risk
assessment process. The board should also periodically receive information
about the bank’s risk assessments.

Management should perform risk assessments on material bank activities at
least annually, or more frequently as warranted. Completing risk assessments
helps management identify current, emerging, and aggregate risks and
determine if actions need to be taken to strengthen risk management. Risk
assessments should measure the inherent risk, which is the risk that an
activity would pose if no controls or other mitigating factors were in place. A
residual risk rating should be assigned after controls are taken into account.
The risk assessment process should be candid and self-critical.

Compliance Management Program

Banking laws and regulations cover a wide range of areas, such as corporate
structure, governance, bank activities, bank assets, authorities, AML,
consumer protections, and political contributions.”” Compliance management
programs should extend beyond consumer protection laws and factor in

all applicable laws and regulations, as well as prudent ethical standards

2 For more information on political contributions for national banks and FSAs, refer to

52 USC 30101 et seq., “Federal Election Campaign Act of 1971,” and 11 CFR 114.2, “Prohibitions
on Contributions, Expenditures and Electioneering Communications.” For national banks,

also refer to 11 CFR 100, subpart B, “Definition of Contribution,” and OCC Bulletin 2007-31,
“Prohibition on Political Contributions by National Banks: Updated Guidance.”

56 The Director’s Book



Board of Directors > Board and Management’s Roles in Risk Governance

and contractual obligations. Therefore, the board and management should
recognize the scope and implications of laws and regulations that apply to
the bank and its activities. It is important for the board and management to
understand the potential consequences of violations of laws and regulations
that may result in CMPs, financial losses, reputation and legal risks, and
enforcement actions.

The board should oversee the bank’s compliance management programs.
The board i nsible for creating a culture that places a high priority on

complian s management accountable.

Management \plement an effective risk management system
and internal corMols t ure compliance with all applicable laws and
regulations. To reinfffrc board’s position on compliance, management

should clearly comm alNexpectation that compliance with all laws
and regulations is an orgfnizatf®ygl priority for all employees. For more
e

information on managem f sibilities, refer to the “Compliance
Management” section of this Bogk.

Audit Program
Well-planned, properly structured au Q s are essential to effective
risk management and internal control sy ndare also a critical defense

against fraud.” The audit program consists\§ ag#ntnal audit function

and an external audit. An internal audit progr& prglides assurance to the
board and senior management not only on the qU*®ty of the bank’s internal
controls but also on the effectiveness of risk management, financial reporting,
MIS, and governance practices. Internal audit should be independent of the
audited activities with sufficient stature, authority, and board support to carry
out its assignments with objectivity. Similarly, the external auditor provides
assurances of the system of internal controls over the bank’s financial
statements. When a third-party service provider provides both audit and
consulting services, special care should be taken to ensure that the firm does
not audit the activities for which it provided consultation services.”

The board should not delegate internal audit oversight responsibilities to
management. The board may, however, delegate the design, implementation,
and monitoring of the system of internal controls to management and
delegate the testing and assessment of internal controls to internal auditors
or other external third parties.

Board responsibilities for overseeing the internal and external audit
functions are generally delegated to an audit committee, which is discussed
in the “Establish and Maintain an Appropriate Board Structure” section

of this book. Ultimately, the board is responsible for staying apprised of

% For more information on the OCC’s expectations for effective audit functions, for national
banks refer to the “Internal and External Audits” booklet of the Comptroller’s Handbook. For FSAs,
refer to sections 350, “External Audit,” and 355, “Internal Audit,” of the former OTS Examination
Handbook.

% For more information, refer to OCC Bulletin 2003-12, “Interagency Policy Statement on
Internal Audit and Internal Audit Outsourcing: Revised Guidance on Internal Audit and Its
Outsourcing.”
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material audit findings and recommendations and for holding management
accountable for taking sustainable corrective actions to address issues
identified by auditors or regulators.

When the internal audit function is performed in-house, the CAE or chief
auditor, if applicable, leads the function. The chief auditor reports directly
to the audit committee. Administratively, the chief auditor may report to the
CEO. The chief auditor is responsible for implementing the audit program

the bank outsources the internal audit function,
agement should designate an audit liaison to

Accountability to
Accountability

and risk governance structure ahd
board composition, the director n P process, management succession
plans, compensation, and other issue to shareholders. The board
and senior management should also play t1¥e role in communicating
with shareholders and adhering to disclos
omissions in the bank’s disclosure requireme )
of law and regulation, which in turn could lead gnificant regulatory
penalties. The board and management should view enhanced transparency
and communication as a means of building trust and public confidence that
enhances the bank’s value and potentially provides access to capital and
funding markets.

Management’s Responsibilities

The CEO and senior management play a critical role in communicating to
the board and managing the bank. Effective communication is important
for corporate and risk governance. The board delegates authority to senior
management for directing and overseeing day-to-day management of the
bank. Senior management is responsible for developing and implementing
policies, procedures, and practices that translate the board’s goals, strategic
objectives, and risk appetite and limits into prudent standards for the safe
and sound operation of the bank.

Management is responsible for carrying out the bank’s day-to-day
activities and financial performance. Management should ensure it
optimizes earnings from good quality assets. Management should measure
performance against strategic and operational objectives and ensure that
risk exposures remain within risk limits. Management should ensure

that capital and liquidity levels (1) are commensurate with the bank’s

risk profile; (2) support short- and long-term growth plans; and (3) can
withstand economic downturns.
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Specifically, the CEO and his or her senior management team are responsible
for

* executing the bank’s strategic plan and ensuring the adequacy of capital
and resources in carrying out the strategic plan.

* developing a risk management framework that enables management
to effectively identify, measure, monitor, control, and report on risk
exposures consistent with the bank’s risk appetite.

a strong risk culture and ethical standard and providing
incentdfe eyard appropriate behavior.

* establishigg intaining an effective system of internal controls.

* developing@Qcc®atggand reliable management information and reporting

systems.

* maintaining inteYga ses, including stress testing when
appropriate, to ensurgfcapifyl and liquidity levels are commensurate with
the bank’s risks in no agglstressed conditions.

* ensuring the appropriate g#o
overseeing personnel.
e complying with laws, regulati
policies and policies governing i

on of staff resources and effectively

ternal policies, including ethics
Aities.

Management committees may be used to facilitate oversight of day-to-day
banking activities. Management should determine which committees are
appropriate for its bank and how formal the committees” structure should
be. Typical management committees include asset-liability committee, credit,
compliance, and IT steering.

The following pages focus on some of the key responsibilities of the CEO and
senior management.”

Administer a Risk Management System

Management is responsible for the design, implementation, and ongoing
monitoring of the bank’s risk management system. The risk management
system should reflect the bank’s risk profile, size, and complexity. As the

bank grows, systems should keep pace and evolve in sophistication.

While risks historically were concentrated in traditional banking products
and services, community banks now offer a wide array of new and complex
products and services. Therefore, risk management systems in community
banks vary in accordance with the banks” complexity and volume of risk. The
risks that large and midsize banks assume are varied and complex, due to
the banks’ diversified business lines and geographies. Because of increased
complexity and risks, risk management systems in larger, more complex

% For more information on specific management responsibilities and risk management
processes for business lines and their risks, refer to various booklets in the Comptroller’s
Handbook, including “Community Bank Supervision,” “Large Bank Supervision,” and “Federal
Branches and Agencies Supervision.”
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banks should be sufficiently comprehensive to enable senior management to
identify and manage the risk throughout the company.

Regardless of the bank’s size and complexity, a sound risk management
system should do the following:*

Identify risk: To properly identify risks, the board and management should
recognize and understand existing risks and risks that may arise from new
business initigyes, including risks that originate in nonbank subsidiaries,
affiliates, -party relationships, and those that arise from external

market forces PFreghlatory or statutory changes. Risk identification should
sswnd should occur at the transaction, portfolio,
e

be a continua
and enterprise 1S. rger, more complex banks, the board and

management also sk@entify interdependencies and correlations across
portfolios and lines o Fes\hat may amplify risk exposures. Proper risk
identification is critical fof ban dergoing mergers and consolidations to
ensure that risks are appro %ﬂ dressed. Risk identification in merging

companies begins with establfSiy gorm definitions of risk; a common
language helps to ensure the merg

t of risks is essential
does not have a risk
measurement system has limited ability tRgoNProlg monitor risk levels.
Further, the bank needs more sophisticated @ ent tools as the
complexity of the risk increases. Management s\qudfl periodically conduct
tests to ensure that the bank’s measurement tools are accurate. Sound

risk measurement systems assess the risks at the individual transaction,
portfolio, and enterprise levels. During bank mergers and consolidations,
the effectiveness of risk measurement tools is often impaired because of the
incompatibility of the merging systems or other problems of integration.
Consequently, the resulting company should make a concerted effort to
ensure that risks are appropriately measured across the merged entity.
Larger, more complex companies should assess the effect of increased
transaction volumes across all risk categories.

Monitor risk: Management should monitor risk levels to ensure timely
review of risk positions and exceptions. Monitoring reports should be timely
and accurate and should be distributed to appropriate individuals including
the board to ensure action, when needed. For larger, more complex banks,
monitoring is vital to ensure that management’s decisions are implemented
for all geographies, products and services, and legal entities. Well-designed
monitoring systems allow the board to hold management accountable for
operating within established risk appetites.

Control risk: The board and management should establish and communicate
risk limits through policies, standards, and procedures that define
responsibility and authority. These limits should serve as a means to control
exposures to the various risks associated with the bank’s activities. The

% For more information, refer to the “Bank Supervision Process” booklet of the Comptroller’s
Handbook.
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limits should be tools that management can adjust when conditions or risk
appetites change. Management also should have a process to authorize and
document exceptions to risk limits when warranted. In banks merging or
consolidating, the transition should be tightly controlled; business plans,
lines of authority, and accountability should be clear. Large, diversified banks
should have strong risk controls covering all geographies, products and
services, and legal entities to prevent undue concentrations of risk.

Manageme ponsibilities for the implementation, integrity, and
maintenafe e gisk management system should include the following;:

e Keep dire®t; d®uately informed about risk-taking activities and

outcomes.

* Implement the b@trategy.

* Develop policies 1\ the bank’s risk appetite and ensure the
policies are compatibf witl¥ sjgategic goals.

* Ensure that the strateg ‘% and risk appetite are effectively
communicated and adhe rgpighout the bank.

e Oversee the development and E ance of MIS to ensure that

7 4 g

information is timely, accurate, ant.
A risk management system comprises polj pMocesses, personnel, and
control systems. All of these elements are en an effective risk

management system. If any of these areas are ¢€ , 50 is the bank’s risk
management.

Policies

Policies are statements of actions that the bank adopts to pursue certain
objectives. Policies guide decisions and often set standards (on risk limits, for
example) and should be consistent with the bank’s underlying mission, risk
appetite, and core values.

While the board or designate board committee is responsible for approving
designated policies, management is responsible for developing and
implementing the policies. The CEO and management should ensure that
policies are periodically reviewed for effectiveness. Policies should control
the types of risks that arise from the bank’s current and planned activities.
To be effective, policies should clearly delineate accountability and be
communicated throughout the bank.

All banks should have policies addressing their significant activities

and risks. The scope and detail of those policies and procedures vary
depending on bank size and complexity. A smaller, noncomplex bank whose
management is heavily involved in day-to-day operations should have, at

a minimum, basic policies addressing the significant areas of operations.
Larger, more complex banks should have more detailed policies where
senior management relies on a widely dispersed staff to implement complex
business strategies. In addition, management should ensure that appropriate
policies are in place before engaging in any new activities.
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Processes

Processes are the procedures, programs, and practices that impose order

on the bank’s pursuit of its objectives. Processes define how activities are
carried out and help manage risk. Effective processes are consistent with the
underlying policies and are governed by appropriate checks and balances
(such as internal controls).

Management giqould establish processes to implement significant bank
's size and complexity determines the amount of detail
olicies. The design of the bank’s risk management
nd practices should be tailored to the bank’s

usiness strategies and be consistent with the
bank’s risk appetite. les of bank programs include the bank’s risk
governance framewo ogram, compliance management system,
and compensation progrdm, y are discussed throughout this book. Refer

to booklets of the Comptro ook for more information about other
processes for specific areas of ajon.
Management is responsible for estgfli a system of internal controls”

that provides for

* an organizational structure that establg cl®ar lines of authority and
responsibility.

* monitoring adherence to established polict

* processes governing risk limit breaches.

* an effective risk assessment process.

* timely and accurate financial, operational, and regulatory reports.

* adequate procedures to safeguard and manage assets.

* compliance with applicable laws and regulations.

Personnel

Personnel are the bank managers and staff who execute or oversee processes.
Capable management and staff are essential to effective risk management.
Personnel should understand the bank’s mission, risk appetite, core values,
policies, and processes.

Personnel should be qualified and competent, have clearly defined
responsibilities, and be held accountable for their actions. The skills and
expertise of management and staff should be commensurate with the
bank’s products and services offered to customers. The skills required for
larger, more complex banks are generally greater and more varied than
those required in smaller, less diversified, and less complex banks. As the
complexity and risk profile of the bank increases, the higher the need for
qualified personnel with specific areas of expertise. Management should
anticipate and assess the bank’s needs and develop plans for ensuring that
staffing is commensurate with the bank’s risk profile.

9 For more information on national banks, refer to the “Internal Control” booklet of the
Comptroller’s Handbook. For FSAs, refer to section 340, “Internal Control,” of the former OTS
Examination Handbook.

62 The Director’s Book



Board of Directors > Management’s Responsibilities

The board and management should design programs to attract, develop,
and retain qualified personnel. An effective recruitment program enhances
the continuity of executive and middle management, and ensures
recruitment of individuals with the requisite skills and knowledge for
various positions within the bank. Training and professional development
programs are important for developing and maintaining a talent pool and
further developing required skills and knowledge. For community banks
with limited gdf, depth, and overlap of responsibilities, training and

developm tal to ensure smooth, consistent operations. Compensation
programs sho, esigned to appropriately balance risk taking and
reward. Man ould continually assess the bank’s recruitment,

training and de and compensation programs to ensure the
appropriate depth'ad dth of staff.

Management should creaff andfmaintain an organizational structure

that ensures clear lines o ogbijlity, accountability, and oversight.
Management should ensure t onnel in risk management and audit
have sufficient independence a
appraisal process reinforce respon:
and managers. The appraisal review$ ovides important feedback
about achieving performance goals. EfféCtiglgoMmunication promotes open
dialogue, clear expectations and accountaWi
less duplication of effort.

Control Systems

Control systems are the functions (such as internal and external audits, risk
review, quality control, and quality assurance) and information systems that
bank managers use to measure performance, make decisions about risk, and
assess the effectiveness of processes and personnel. Control functions should
have clear reporting lines, sufficient resources, and appropriate access and
authority. MIS should provide timely, accurate, and relevant feedback.

The effectiveness of internal controls is assessed through the bank’s risk
reviews (often second line of defense) and audit program (third line of
defense). Risk reviews may include loan review, stress testing, compliance
reviews, and back testing. Management should determine the risk

reviews that should be performed in the bank. Audit programs are the
independent control function that ensures the effectiveness of the bank’s risk
management system. Unlike risk reviews, audit managers and the board
should make decisions regarding the audit program to maintain appropriate
independence.

Ensure Control Functions Are Effective
Quality Control

Quality control ensures that the bank consistently applies standards,
complies with laws and regulations, and adheres to policies and procedures.
An independent party performs the quality-control review concurrently with
the bank activity. The quality-control review may be performed internally

or outsourced to a third party. Quality control promotes an environment
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in which management and employees strive for the highest standards.

An effective quality-control process significantly reduces or eliminates
errors before they become systemic issues or have a negative impact on the
bank’s operations. Management, in consultation with the board, should
determine what activities require a quality-control review, for example,
secondary market mortgage loan originations, retail lending, and call center.
Management also should determine the reporting of quality-control reviews
based on regygtory requirements and risk exposure to the bank.

Quali nce
Quality assu \ igned to verify that established standards and
processes are foNgwed consistently applied. An independent party
performs the qualityfasqu¥ince review. The quality assurance review is
normally performed e ynk completes the activity. Management

bank’s policies, proceduresy s, and practices in a specific area (for
example, mortgage banking, €t nggng, and internal audit). The results
deficiencies. Management

help management identify operati N
3 4 I e a quality assurance review

the specific area, training needs, an
should determine which areas of the

and should ensure that results of the reviggsWe Tegported to appropriate
personnel.

uses the results of the quiity yanee review to assess the quality of the

esses, risks associated with

Compliance Management

The CEO and management must ensure the bank complies with applicable
laws and regulations, and should ensure that the bank complies with board-
approved policies, prudent ethical standards, and contractual arrangements.
Management should develop a system to monitor compliance, including
the training of appropriate personnel, and ensure timely correction of any
fraud or violations that are detected. The compliance management system
should consist of a compliance program and a compliance audit function.”®
The compliance program includes the policies, procedures, and processes

as well as the monitoring and testing programs that ensure personnel
adhere to applicable laws and regulations and board-approved policies. The
compliance audit function allows the board and management to monitor
the effectiveness of its compliance management system and assists in the
detection of fraud or violations of laws and regulations. The CEO and
management are responsible for the timely correction of deficiencies found
by internal and external auditors, compliance personnel, risk managers,
and regulators. The CEO and management also are responsible for ensuring
that processes promptly escalate material issues to the board and senior
management. Management also should ensure there is a mechanism for
employees to confidentially raise concerns about illegal activities and
violations. The mechanism also should allow employees to confidentially
report circumvention of regulations or company policies.

% For more information, refer to the “Compliance Management System” booklet of the
Comptroller’s Handbook.
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Many banks establish a separate compliance function headed by a
compliance officer or committee. The bank’s compliance program may focus
on a number of areas, including consumer protection, regulatory compliance
with lending and investment activities, bank operations, securities issues, tax
law, and insider activities. Compliance officers should ensure appropriate
training for all bank employees on relevant compliance issues. Compliance
officers should ensure the bank has established adequate monitoring

and testing pggrams. Compliance officers also should have a process to
identify th able laws and regulations and stay abreast of evolving
regulatory re ts. Management should establish metrics to monitor
performance. ement also should ensure compliance-related roles and
responsibilities stablished and communicated.

The BSA requires ba& lish a BSA /AML compliance program

to fulfill its record-keep1 eporting requirements and to confirm

the identity of bank custo Ny board is responsible for approving

the BSA/AML compliance pr nd for overseeing the structure and
management of the organizatiofl's 7AML compliance function.'® The
program must include

* asystem of internal controls to en g compliance.
* independent testing for compliance.
* adesignated individual responsible forégo ing and monitoring
day-to-day compliance.
* training for appropriate personnel.
* appropriate risk-based procedures for conducting ongoing customer due
diligence, including, but not be limited to
— understanding the nature and purpose of customer relationships for
the purpose of developing a customer risk profile; and
— conducting ongoing monitoring to identify and report suspicious
transactions and, on a risk basis, to maintain and update customer
information.'™
* acustomer identification program.'®

Maintain Management Information Systems

MIS broadly refers to a comprehensive process, supported by computer-
based systems, that provides the information necessary to manage the bank.
To function effectively as an interactive, interrelated, and interdependent
feedback system for management and staff, MIS must be useable. The five
elements of a useable MIS are timeliness, accuracy, consistency, completeness,
and relevance. The effectiveness of MIS is hindered whenever one or more of
these elements is compromised.

% For more information, refer to the FFIEC BSA/AML Examination Manual.

1% For more information, refer to 12 CFR 21, subpart C, “Procedures for Monitoring Bank
Secrecy Act Compliance.”

10 For more information, refer to 31 CFR 1020.210, “ Anti-Money Laundering Program
Requirements for Financial Institutions Regulated Only by a Federal Functional Regulator,
Including Banks, Savings Associations, and Credit Unions.”

192 For more information, refer to 12 CFR 21.21(2), “Customer Identification Program.”
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Timeliness

To simplify prompt decision making, the bank’s MIS should be capable
of providing and distributing current information to appropriate users.
Information systems should be designed to expedite reporting of
information. The system should be able to quickly collect and edit data,
summarize results, and adjust and correct errors promptly.

Accurac

A sound syt utomated and manual internal controls should exist
throughout alfi tion systems processing activities. Information should
receive appropfatddifjne, balancing, and internal control checks. The bank
should employ a hYnsive internal and external audit program to
ensure the adequacyRgf controls.

Consistency

To be reliable, data should be g#o
uniformly. Variations in how t
information and trend analysis. In
reporting processes change over timd ent should establish sound
procedures to allow for systems chang®® eWocedures should be

well defined and documented, be clearly ugihated to appropriate
employees, and include an effective monito

ed and compiled consistently and
ollects and reports data can distort
j because data collection and

Completeness

Decision makers need complete and pertinent information in summarized
form. Management should capture and aggregate all of the bank’s material
risk exposures, including those that are off-balance-sheet. Data should be
available by groupings, such as by business line, asset type, and industry,
that are relevant for the risk in question. Also, the data groupings should
allow for the identification and reporting on risk exposures, concentrations,
and emerging risks.

Relevance

Information provided to management should be relevant. Information that
is inappropriate, unnecessary, or too detailed for effective decision making
has no value. MIS should be appropriate to support the management level
using the information. The relevance and level of detail provided through
MIS should directly correlate to the needs of the board, senior management,
departmental or area mid-level managers, and others in the performance of
their jobs.

MIS do not necessarily reduce expenses. Development of meaningful
systems and their proper use lessen the probability that erroneous decisions
will be made because of inaccurate or untimely information. Erroneous
decisions invariably misallocate or waste resources, which may adversely
affect earnings or capital.
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Heightened Standards

The risk governance framework should include a set of policies, supported by
appropriate procedures and processes, designed to provide risk data aggregation
and reporting capabilities appropriate for the size, complexity, and risk profile

of the covered bank, and to support supervisory reporting requirements.
Collectively, these policies, procedures, and processes should provide for the
following:

e The lementation, and maintenance of a data architecture and
IT infrasfjuc at supports the covered bank’s risk aggregation and
reportin ring both normal times and times of stress.

* The captu and egating of risk data and reporting of material risks,
concentrations, @inQeMerging risks in a timely manner to the board and
the OCC."%

*  The distribution of rislf repols to all relevant parties at a frequency that
meets their needs for king purposes.'

Manage Third-Party Relati isks
Banks increasingly rely on third-part
administrative, and operational services @ tIN bag
use of third parties does not diminish the bd&grd
responsibility to ensure that the activity is perf§
manner and complies with applicable laws and r&

ips to provide technological,
’s behalf. The bank’s
enior management’s

gin a safe and sound
Bulations.

Management should adopt risk management processes commensurate with
the level of risk and complexity of the bank’s third-party relationships and
organizational structure.'® The board and management should provide
more comprehensive and rigorous oversight and management of third-party
relationships that involve critical activities.

Management should adopt a third-party risk management process that
follows a continuous life cycle for all relationships and incorporates
planning, due diligence, and third-party selection, contract negotiation,
ongoing monitoring, and termination. During supervision of the process,
management should ensure appropriate oversight and accountability,
documentation and reporting, and independent reviews.

Ensure an Appropriate Insurance Program

Part of management’s responsibility is to ensure a sound insurance program
that identifies risk to be retained versus risk to be transferred. Management
can implement additional controls to minimize and retain risk. Management

1% For more information, refer to 12 CFR 30, appendix D, IL], “Risk Data Aggregation and
Reporting.”

1% For more information, refer to the Basel Committee on Banking Supervision’s “Principles for
Effective Data Aggregation and Risk Reporting,” January 2013.

1% For more information, refer to OCC Bulletin 2013-29, “Third-Party Relationships: Risk
Management Guidance,” and the “Outsourcing Technology Services” booklet of the FFIEC IT
Examination Handbook.
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may transfer the risk to another party through insurance or contractual
transfer, self-insure the risk, or use any combination of these options. A basic
tenet of risk management is that risks carrying the potential for catastrophic
or significant loss should not be retained. Conversely, it typically is not cost-
justified to insure losses that are relatively predictable and not severe. Teller
drawer shortages are an example. It would be less costly to improve controls
or training procedures intended to reduce those shortages than to pay
additional ingggance premiums to cover the losses.

The boar termine the maximum loss the bank is able and

willing to ass e the decision is made to insure a particular risk, a
knowledgeableQorMesgignal insurance agent can help with selecting an
underwriter. The management should assess the financial capacity

of the insurance un it determine that the company has the ability
to make payment should ff signfficant loss occur. Additionally, the board and
management should revi e ’s insurance program annually.

The following pages explain
banks. The names of the insurance

of insurance coverage available to
may differ among banks.

Indemnification Agreement

A bank director may not be able to avoid ndged as a defendant in
lawsuits that challenge his or her business &cisyMs\r activities, or allege
a breach of fiduciary duty. Directors and office @

some protection against judgments and legal and™®
indemnification agreements and insurance.

Banks may enter into indemnification agreements with directors. Such
agreements generally provide that the bank will advance funds to, or
reimburse directors for, reasonable expenses incurred in defense of legal
actions. The agreement must be consistent with applicable laws and
regulations and should be consistent with safe and sound banking practices.

Regulation limits indemnification agreements.'® For administrative
proceedings or civil actions initiated by a federal banking agency, banks
generally may not make or agree to make indemnification payments to

an institution-affiliated party (IAP) (e.g., directors, officers, employees,

or controlling stockholders).”” Payment of liability or legal expenses is
prohibited for administrative proceedings or civil actions instituted by any
federal banking agency that results in a final order or settlement pursuant to
which an IAP is

e assessed a CMP.
* removed from office or prohibited from service.

* required to cease and desist or take any described affirmative action with
the bank.'%®

106 For more information, refer to 12 CFR 359, “Golden Parachute and Indemnification
Payments.”

107 Refer to 12 USC 1813(u), “Institution-Affiliated Party,” for the full definition.
1% For more information, refer to 12 CFR 359.1(1), “Prohibited Indemnification Payment.”
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An exception permits reasonable indemnification payments if the IAP
was exonerated. Reasonable indemnification payments are permitted'”
subject to the board making specific determinations and following specific
procedures.”™ When reasonable indemnification payments are permitted,
FSAs —but not national banks —are required to obtain OCC non-objection
before making any indemnification payments.'

Directors, and Officers” Liability Insurance

Director a r (D&O) liability insurance protects directors and officers
who prudentifiggarge their duties and helps banks attract and retain
qualified per O insurance can cover (1) the expense of defending
suits alleging digtJr icer misconduct, and (2) damages that may be
awarded in such 1 V@S&O insurance can reimburse the bank for any
payments made to d1 orgfficers under an indemnification agreement.
Generally, the insuring cdnpa quires a deductible for this type of
coverage. This insurance er criminal or dishonest acts, when

involved persons obtained pe¥s gggn, or when a conflict of interest was
apparent.

and officers should clearly understand,®
coverage and leave officers and directors

federal and state banking regulators. Because there is no industry standard
for D&O insurance, directors should be aware of the insuring agreements
and exclusions that are most critical to their personal protection. The board’s
choice of coverage in a D&O insurance policy should be based on a well-
informed analysis of the cost and benefits, and the potential impact that
could result from exclusions. When considering renewals and amendments
to existing policies, directors and officers should consider the following;:

*  What protections do I want from my bank’s D&O insurance policy?

*  What exclusions exist in my bank’s D&O insurance policy?

* Are any of the exclusions new, and, if so, how do they change my D&O
insurance coverage?

*  What is my potential personal financial exposure arising from each D&O
insurance policy exclusion?

D&O liability insurers have filed suits to rescind coverage against directors
and officers in cases involving restatement of financials or other alleged
financial misconduct. The insurers typically claim that the policy should be
rescinded on the grounds that it was fraudulently procured. Directors and
officers may consider a clean non-rescindable clause, providing that the
insurer cannot rescind the policy based on alleged corporate wrongdoing or

19 For national banks, refer to 12 CFR 7.2014, “Indemnification of Institution-Affiliated Parties.”
0 For more information, refer to 12 CFR 359.5, “Permissible Indemnification Payments.”

M For more information regarding FSAs, refer to 12 CFR 145.121, “Indemnification of Directors,
Officers and Employees.”
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misrepresentations in the application process. Such a clause is generally not
included in standard policies, and insurers charge a significant premium for
its inclusion.

The severability clause of the D&O policy generally provides that no
knowledge or statement by anyone insured in procuring coverage can be
imputed to any other insured individual, limiting the potential that coverage
will be adversely affected for one individual as the result of the actions of
another. Th tical effect of the severability clause is to require an insurer

seeking t olicy to prove knowledge of each insured person
separately. N 3&ilomd severability clauses may limit the insurer’s
e

potential expo

Refer to the “Indemififiqgt#on Agreements” section of this book for the
instances in which th may and may not purchase D&O insurance to
pay or reimburse an IAP.

Fidelity Bond /

Fidelity insurance includes reimb
dishonesty but also from robbery,
disappearance, and, in specified instaNgg
the insured. Fidelity bond coverage applig€t
automated teller machines, for which cover\ge be specifically added
by a rider. Standard procedure for insurance c€pagfes is to write fidelity
bonds on a “discovery” basis. Under this method™he insurance company is
liable up to the full amount of the policy for losses covered by the terms of
the bond and discovered while the bond is in force, regardless of the date on
which the loss was actually sustained by the bank. This procedure applies
even though lower coverage amounts or more restrictive terms might have
been in effect on the date the loss was sustained.

for loss, not only from employee
heft, forgery, mysterious
e to offices or fixtures of

1["anking locations except

All fidelity bonds require that a loss be reported to the bonding company
within a specified time after a reportable item comes to the attention of
management. Management should diligently report all potential claims to
the bank’s insurance company because failure to file a timely report may
jeopardize coverage for that loss.

Many banks also obtain an excess coverage policy. The coverage extends the
basic protection provided under the fidelity bond in areas in which the dollar
volume of assets or exposure is particularly high. Fidelity bond protection
can be extended by purchasing optional riders.

If the bank discontinues efforts to obtain insurance after the policy lapses or
is canceled, the board should be aware that

* the failure of directors to require bonds with adequate sureties and in
sufficient amounts may make the directors personally liable for any
losses the bank sustains because of the absence of such bonds. Common
law standards have held directors liable in their “personal and individual
capacity” for negligently failing to require an indemnity bond to cover
employees with access to cash, notes, and securities.
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* management should determine the reason for any denial of insurance or
unreasonable terms; ensure that action is taken to correct any deficiencies
and, when beneficial, provide additional information; and obtain
insurance when feasible.

* although establishing a fund to cover losses is not a viable alternative
to insurance, it may be used while attempting to obtain insurance (to be
applied to premiums or to offset losses), or it may be used in addition
to insuraggg to offset a high deductible. Establishing such a fund does

not me an insurance cost or liability has been incurred. Therefore,
estimated §3Ss ould not be reported as an expense in the call report
until the I ctWally occur.

When the bank is idghry of a bank holding company, and the holding
company has purcha elity bond to cover all affiliated banks, the
bank should be careful wien d ining that the policy is sufficient to cover

exm
the bank’s exposures. /

Bank-Owned Life Insurdhg

Bank-owned life insurance (BOLI) %5 g @ of life insurance purchased by
banks in which the bank is the benefi&arygrgAgner. This form of insurance
is a tax shelter for the administering ban ca¥h flows from a BOLI policy
generally are income tax-free if the bank h&ds thyNlicy for its full term.
@ tment. BOLI can,

Banks are not authorized to purchase BOLI as
however, provide attractive tax-equivalent yiel i
employee benefits. Banks are expected to establish sound risk management
processes, including meaningful risk limits, before implementing and adding
to a BOLI program.™?

Specialized Bank Insurance

The board and management may decide that they should obtain other bank
insurance coverage to transfer risks. The following are some of the most
frequently purchased specialized bank insurance:

Automobile, public liability, and property damage: Protects against
property and liability losses arising from injury or death when a bank-
owned, -rented, or -repossessed vehicle is involved. Non-ownership liability
insurance should be considered if officers or employees use their own cars
for bank business.

Boiler and machinery: Provides coverage for loss due to explosion or other
forms of destruction of boilers, heating or cooling systems, and similar types
of equipment.

Business disruption expense: Provides funds for the additional costs of
reestablishing the bank’s operations after a disaster.

Combination safe depository, coverage A: Covers losses when the bank
is legally obligated to pay for the loss (including damage or destruction)

12 For more information, refer to OCC Bulletin 2004-56, “Bank-Owned Life Insurance:
Interagency Statement on the Purchase and Risk Management of Life Insurance.”

The Director’s Book 71



Board of Directors > Management’s Responsibilities

of a customer’s property held in safe deposit boxes. Coverage B: Covers

loss, damage, or destruction of property in customers’ safe deposit boxes,
whether or not the bank is legally liable, when such loss results from
activities other than employee dishonesty. This policy commonly provides
for reimbursement of legal fees in conjunction with defending suits involving
alleged loss of property from safe deposit boxes.

Cybersecurity; Provides coverage to mitigate losses for a variety of cyber

incidents, i g data breaches, business interruption, and network
damage.
Fine arts: Pro¥i owerage for works of art on display at a bank, whether

requires that apprai he objects be made regularly to establish the
insurable value.

Fire: Covers all loss direct ri
water, or chemicals used to exjg
building contents may be includ€d
the policy on the building and per
contain “co-insurance” clauses, mea

maintained at a fixed proportion of the

owned by the b @nsignment. Protection typically is all risk and
1S\ f

to fire, including damage from smoke,
the fire. Additional fire damage for the
tien is written in combination with
tures. Most fire insurance policies
urance coverage should be

t value of the building.

First-class, certified, and registered mail ifN\rg rovides protection on
shipment of property sent by various types of €Qail ggld during transit by
messenger or carrier to and from the U.S. Postal ¥ vice. This coverage is
used principally for registered mail over the maximum $25,000 insurance
provided by the U.S. Postal Service.

Fraudulent accounts receivable and fraudulent warehouse receipts: Covers
losses resulting from the pledging of fraudulent or nonexistent accounts
receivable and warehouse receipts, or from situations in which the pledger
does not have title. In addition, this insurance offers protection against loss
arising from diversion of proceeds through acts of dishonesty.

General liability: Covers possible losses arising from a variety of
occurrences. General liability insurance provides coverage against specified
hazards, such as personal injury, medical payments, landlords’ or garage
owners’ liability, or other specific risks that may result in or create exposure
to a suit for damages against the bank. “Comprehensive” general liability
insurance covers all risks, except specific exclusions.

Key person insurance: Insures the bank on the life of an officer when the
death of such officer, or key person, would be of such consequence as to give
the bank an insurable interest.

Mortgage errors and omissions: Protects the bank, as mortgagee, from loss
when fire or all-risk insurance on real property held as collateral inadvertently
has not been obtained. This insurance is not intended to overcome errors in
judgment, such as inadequate coverage or insolvency of an original insurer.

Single interest: Covers losses for uninsured vehicles that are pledged as
collateral for an extension of credit.
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Transit cash letter insurance: Covers loss of cash letter items in transit for
collection or to a clearinghouse of which the insured bank is a member. This
coverage also includes costs for reproducing cash letter items. Generally,
such coverage does not include items sent by registered mail or air express or
losses due to dishonest acts of employees.

Trust operations errors and omissions: Indemnifies against claims for
damages arising from alleged acts resulting from error or omissions while
acting as ad trator under a trust agreement.

Umbrella lia
as well as ba
insurance.

ovides excess coverage over existing liability policies,
e for most known risks not covered by existing

Valuable papers an&d on of records: Covers cost of reproducing
records damaged or destyfyed.Jhis coverage also includes the cost of
research needed to devel e required to replace books of accounts
and records.

Supervision of Proble

When the OCC identifies or communi oNgms or weaknesses to a
bank, the OCC expects the bank’s senior Man®geiggent and board to take
corrective action promptly. The steps the ba agrees to take in
response to problems or weaknesses are impof tors in determining
whether the OCC takes enforcement action and the severity of that action. If
the OCC believes a bank has significant weaknesses, the OCC may conclude
that the bank requires additional or special supervision. In such cases, the
OCC examines and monitors the bank more frequently. The OCC works with
the board and bank management to determine necessary corrective action to
return the bank to a safe and sound condition.

Problem banks generally have composite CAMELS ratings of 3, 4, or 5 and
often possess one or more of the following deficiencies:

* Excessive growth or inappropriate, aggressive growth strategies.

* Ineffective, dominant, or dishonest management, or material vacancies in
management positions.

* Insider or affiliate transaction abuse and fraud.

* Excessive amount of low-quality assets.

* Inordinate concentrations of credit or investments.

e Insufficient capital.

* Inadequate policies, procedures, or internal controls.

* Deferred loan loss provisions, charge-offs, or recognition of securities
impairment.

* Strained liquidity, including reliance on brokered deposits.

* Significant medium- and long-term interest rate risk exposure.

* Lack of a viable strategic plan.

* Failure of the board or senior management to understand the bank’s
activities and their risks.
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A problem bank becomes subject to a number of enhanced regulatory
restrictions as its composite or component CAMELS ratings or prompt
corrective action (PCA) capital category declines or when it is subject to a
formal enforcement action. The board is responsible for oversight of bank
management’s compliance with these restrictions.

Administrative Actions

Because the AL and a bank’s directors and management have a mutual
interest in jgf % ing the condition of a bank in which the OCC has
identified projle \ is beneficial to both parties to take corrective action
ides on a case-by-case basis whether to bring an
action against a ctor, or another IAP and the nature and extent of
the action. The O oNgiflers how best to correct violations and unsafe or
unsound banking prav®gfandyto prevent future bank problems. Key factors
in the OCC’s decision-mdin, Xess include

* the seriousness of the pro

e the board’s history of coopefati

* the apparent ability and willin
corrective actions.

r the violations of law.
igh the OCC.
e board to take the appropriate

The examination exit meeting with bank MgnNsengy
first indication that the OCC has concerns a @ pnk and is considering
an administrative action. Directors may attend %W eeting and should use
this opportunity to seek advice about how to correct existing or potential
problems.

t may be the bank’s

Directors also may request a meeting with other OCC personnel (such

as supervisory office and legal staff) if the OCC has indicated that it is
considering an administrative action. OCC personnel would discuss the
reasons for the proposed action as well as the specific problems the board
should address.

The period between the end of an examination and the time when the
examiners formalize the findings in a report of examination provides a good
opportunity for the bank to formulate, finalize, and begin to carry out a
reasonable plan to correct problems that examiners noted. The board should
document in the board minutes the actions that it proposes to deal with these
concerns. In addition, the OCC encourages, and under certain circumstances
requires, banks to submit responses stating their commitment to a corrective
actions plan and specifying the terms of the plan. During this period, the bank
is encouraged to stay in contact with its OCC supervisory office and to work
with the OCC to respond promptly and positively to the agency’s concerns.

Good-faith discussions between the board and the OCC generally are
successful in bringing about a speedy and mutually acceptable resolution

of differences. These discussions should focus on devising a realistic and
reasonable method to restore the bank to a safe and sound condition. A
problem bank’s failure to correct cited problems promptly and decisively will
result in more severe OCC action.
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Actions Against Banks

This section outlines the types of remedies available to the OCC to address
problems in a bank. These remedies are designed primarily to direct the
board and management to take appropriate corrective action to resolve
deficiencies in bank operations.

The OCC may choose to take actions to correct specific problems identified
at a bank. Acijgs typically specify what the bank needs to do to correct
s, such as improving lending practices, raising capital,

ent actions are public documents; informal
. The OCC also may assess a CMP against a bank
or, under certain situ

The OCC may take an e

ction against a bank after obtaining
t the remedies to correct problems.

action. The OCC also has the
igggnents on a bank in the
istrative process. (Refer
to “Formal Enforcement Actions” later in cj for a discussion of
PCA.) Whether the administrative action is @ o by consent or
imposed through an administrative proceeding\glffirectors are responsible
for the bank’s compliance with the action. While the enforcement action
remains outstanding, the OCC will assess the bank’s compliance with the
enforcement document at least every six months. Enforcement actions, with
the exception of temporary C&D orders, remain in effect until the OCC
determines that the bank’s overall condition has improved significantly, and
the bank has achieved sustained compliance with the terms of the document.
After the OCC has made this determination, the OCC may terminate the
enforcement action.

Informal Enforcement Actions

Commitment Letter

A commitment letter is a document signed by the bank’s board on behalf

of the bank and acknowledged by an authorized OCC official, reflecting
specific written commitments to take corrective actions in response to MRAs.
Either the OCC or the bank may draft the document. A commitment letter is
not a binding legal document. Failure to honor the commitments, however,
provides strong evidence of the need for formal action.

Memorandum of Understanding

A memorandum of understanding (MOU) is a bilateral document signed
by the bank’s board on behalf of the bank and an authorized OCC
representative. The OCC drafts an MOU, which in form and content looks
very much like a formal OCC enforcement document. An MOU legally has
the same force and effect as a commitment letter.
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Safety and Soundness Plan

The OCC issues to the bank a determination and notification of failure

to meet safety and soundness standards (collectively called a notice

of deficiency) and requires the submission of a safety and soundness
compliance plan.™ At a minimum, the plan must include a description of
the steps the bank will take to correct the deficiencies and the time within
which the bank plans to take these steps. If the OCC approves the safety

and soundn an, the plan functions as an informal enforcement action. If
the bank bmit an acceptable safety and soundness plan, however,
or fails in any, respect to implement an approved plan, the OCC

e bank to correct the deficiencies (refer to “Safety

e “Formal Enforcement Actions” section of this

g require the bank to take any other action
oulQbetter carry out the standards for safety and

must, by ordereqWNre
and Soundness g
book). The OCC, by
that the OCC determines
soundness.

Individual Minimum Capi

A regulation establishes minimum!
When appropriate, the OCC may est®
particular bank. Unless there are immedia
a bank notice and opportunity to commen®gn
bank’s minimum capital requirement.

R quirements for all banks."*

iger capital requirements for a

onstraints, the OCC gives
osal to increase the

One manner in which the OCC increases a bank’s capital requirements is
through an individual minimum capital ratio IMCR). The OCC may issue
an IMCR in situations in which the OCC determines that significant risks
are present that could adversely affect the adequacy of the bank’s capital.
Through the IMCR, the OCC may require the bank to achieve and maintain
capital levels higher than regulatory minimums and to submit a capital plan
when the bank’s capital levels are below the levels required by the IMCR.

Formal Enforcement Actions

Formal Agreement

Similar to an MOU and a commitment letter, a formal agreement requires
agreement between the OCC and the bank about the action necessary to
correct the identified problems. The OCC proposes a formal agreement
when management is cooperative and the problems are not so severe

that a C&D order, as explained later in this book, is warranted. A formal
agreement differs from an informal agreement in that a formal agreement

is a public document and the OCC may assess CMPs for any violation of
that agreement.” In addition, the OCC may order compliance with a formal
agreement through a C&D order. A composite CAMELS rating of 3 or lower

3 For more information, refer to 12 USC 1831p-1, “Standards for Safety and Soundness,” and
12 CFR 30, “Safety and Soundness Standards.”

4 For more information, refer to 12 CFR 3, “Capital Adequacy Standards,” and the OCC’s New
Capital Rule Quick Reference Guide for Community Banks.

15 All formal enforcement actions are public documents.
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creates a presumption for a formal enforcement action (either a formal
agreement or a C&D order).

Orders Under 12 USC 1818

Through a C&D order, the OCC may fashion appropriate remedies for
violations of law or unsafe or unsound banking practices. The OCC may use
a C&D order to require banks to stop certain practices and to take affirmative
action to cor, onditions resulting from the violations or practices at issue.
i &D orders typically when the agency is not confident

t has the ability or willingness to take the necessary

en the problems are so severe that the OCC cannot

When the OCC detertg a C&D order is required, the agency brings
the problems to the boardfs a?m and presents the directors with an order
gfc

specifying the necessary c

order at a board meeting. At

to the order. “Consent order” is'th
that the bank enters into voluntari
execution on behalf of the bank of a
an order becomes effective, all directors a

it. A C&D order remains in effect until the §C

tions. Usually, the OCC presents the

e OCC asks for the board’s consent
ANy cn by the OCC to a C&D order
pecomes final by the board’s
igMand consent document. Once

If the OCC does not obtain board consent to a
decide to serve a notice of charges setting forth the basis for the action.
A notice of charges typically is a public document. The bank must file
an answer to the charges contained in the notice, after which the matter
proceeds to a formal administrative hearing.

The Administrative Procedure Act specifies that an administrative hearing
be held on the charges before an independent administrative law judge.
The hearing typically is open to the public, and the OCC has the burden

of proving the charges in the notice of charges by a preponderance of

the evidence. After the hearing and the filing of briefs by counsel, the
administrative law judge files a recommended decision. The Comptroller

of the Currency then reviews the entire case, with the assistance of agency
counsel who was not involved in the administrative action, and renders a
final agency decision. If the Comptroller’s decision is unfavorable to the bank
and results in the issuance of a C&D order, the bank can appeal the case to a
U.S. Court of Appeals.

If a bank fails to comply with a C&D order, the OCC can take the matter to
federal district court to seek a mandatory injunction requiring compliance.
If the bank does not obey the injunction, the OCC can pursue contempt of
court proceedings. Moreover, a willful violation of a final C&D order is itself
grounds for receivership, and violation of substantial safety and soundness
articles in a C&D order can help establish the unsafe or unsound practices
or condition that is an element of several other receivership grounds. The
OCC also has the authority to impose CMPs or take other administrative
action against any individual officer, director, or other IAP who, directly or
indirectly, engaged in or participated in the violation.
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The OCC can issue a temporary C&D order before a C&D proceeding is
completed. This issuance may occur when the OCC determines that such
immediate action is necessary to protect the bank, and when the alleged
misconduct, or its continuation, would likely cause the bank to become
insolvent, cause a significant dissipation of bank assets or earnings, weaken
the bank’s condition, or prejudice the interests of the depositors. The OCC
also may issue a temporary C&D order if a bank’s books and records are

so incompletegyy inaccurate that the agency cannot determine the financial
condition g4 @ pnk or the details or purpose of any material transaction
through the ngt pervisory process. A temporary C&D order may
require the bd ede and desist from the violation or practice or to take

affirmative corrd\ive . A bank has 10 days to appeal a temporary C&D
ifri urt. A temporary C&D order, however, is effective

order to a federal
upon service and ren™w effpct until the administrative proceedings
concerning the C&D ordeg are plete, unless a court order sets it aside or
the OCC terminates the or /

Capital Directive

As previously noted, a regulation esi inimum capital requirements
for all banks, and the OCC may estab i
required by regulation." If a bank fails t
capital requirements, the OCC may issue a
If the OCC decides to issue a capital directive, es the bank and solicits
and carefully reviews the bank’s views. If the OCC issues a capital directive,
it sets forth in writing the reasons for issuing such an order. The capital
directive becomes effective upon issuance. The OCC may enforce a capital
directive, or any plan the bank submits to comply with it, to the same extent
as a C&D order. Unlike a C&D order, however, a willful violation of or other
failure to meet a capital directive is not itself grounds for receivership.

pctive against the bank.

A capital directive, once issued, may require the bank to comply with any or
all of the following;:

e Achieve the minimum capital level applicable to it.

* Adbhere to a preexisting plan to achieve the requisite capital level.

* Submit and adhere to a new capital plan.

* Take other actions, such as reducing assets or dividends, to restore the
level of the bank’s capital.

Prompt Corrective Action Directive

By law, the OCC and other banking agencies are required to establish five
levels of capitalization for insured banks: well capitalized, adequately
capitalized, undercapitalized, significantly undercapitalized, and critically
undercapitalized."” The statute authorizes, and sometimes requires, the OCC
to impose a wide range of requirements or restrictions on banks failing to
maintain adequate capital, by issuing a PCA directive.

6 For more information, refer to 12 CFR 3, “Capital Adequacy Standards.”
17 For more information, refer to 12 USC 18310 and 12 CFR 6, “Prompt Corrective Action.”
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Unless there are immediate time constraints, the OCC notifies a bank in
advance of its intention to impose discretionary PCA restrictions and gives the
bank an opportunity to submit its views on the matter. If the OCC decides to
issue a PCA directive, the directive is enforceable in federal district court, and
failure to submit or implement a capital restoration plan required in a PCA
directive is grounds for receivership.

uthority to require compliance with safety and soundness
ty and soundness standards cover internal controls and
intternal audits, loan documentation, credit underwriting,
growth, asset quality, earnings, compensation,
jal mortgage lending, and, for certain banks,

interest rate expoWgr
information security;

The OCC may require the

how the bank will correct the
implement such a plan, the OC
requiring the bank to take certain

bmit a compliance plan that specifies

cy If the bank fails to submit or

a safety and soundness order
rrect the deficiencies. The OCC
willful violation of a safety
c¥vership, but violation of

ordgf' \ay establish the unsafe
y @ f several receivership

and soundness order is not itself grounds
substantial articles in a safety and soundn
or unsound practices or condition that is an €
grounds.

Other Administrative Actions
Civil Money Penalty

The OCC may assess a CMP of varying amounts against a bank, a director, or
another IAP for a violation of any law or regulation, temporary or permanent
C&D order, condition imposed in writing, or written agreement. In certain
instances, the OCC may assess a CMP for unsafe or unsound banking
practices that are reckless and for breaches of fiduciary duty.

When determining whether to bring a CMP action and the amount of the
assessment, the OCC considers the following factors:

* The gravity of the violation

* Any history of previous violations

* Evidence of good faith

* The bank’s or IAP’s ability to pay

e Other matters as justice may require

The OCC has broad discretion to determine the amount of a CMP, which
permits the agency to tailor the assessment to the facts of each case. For
example, the OCC may assess the bank or IAP up to $7,500 a day for
violations of any law or regulation, temporary or permanent C&D order,

18 For more information, refer to 12 CFR 30, “Safety and Soundness Standards.”
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condition imposed in writing, or written agreement. In certain circumstances,
the OCC may assess a CMP of up to $37,500 a day for

* violations of law, regulation, or enforcement action.
* any unsafe or unsound banking practice engaged in recklessly.
* any breach of fiduciary duty.

The OCC also has the authority to assess a CMP of $1,425,000 on a daily
basis. These sments can take place when the bank or IAP knowingly
lation, practice, or breach and, as a result of that conduct,
knowingly orjec caused a substantial loss to the bank or knowingly
substantial gain or other benefit.

When determinin l@unt of a CMP assessment, the OCC takes into
o) c

account the extent t

bank has suffered a loss or the bank or IAP
has received personal gaiffl fro tEe violation. In addition, the OCC considers

any mitigating factors, su aith, cooperation, or voluntary
reimbursement for losses inc ank or its customers. Conversely,
the OCC may impose a more suibs nalty if a bank or IAP fails to

cooperate with the OCC, fails to ¢ iolation, conceals the violation,
or shows bad faith.

Before deciding whether to assess a CMP€ue WCggives the bank or IAP an
opportunity to submit written information Mo plleged violation as well
as the specific factors the OCC should conside reviewing the case.
After thoroughly reviewing the written response and analyzing the case,

the OCC sends the individual a no-action letter, a supervisory letter, a letter
of reprimand, or a notice of assessment. Supervisory letters and letters of
reprimand state that no assessment will be imposed but advise that a future

violation may result in a CMP assessment by the OCC.

If the OCC issues a CMP notice of assessment, the bank or IAP must request
a formal agency hearing, or the notice of assessment becomes final. The
hearing and appeal procedures to review a CMP are the same as those for a
C&D order.

Conservatorship and Receivership

In severe cases, the OCC has the authority to place a bank into
conservatorship or receivership. In a conservatorship, a conservator selected
by the OCC manages the bank until the agency determines what action to
take. In a receivership, the OCC closes the bank immediately and hands it
over to the receiver, which is typically the FDIC.

Other Actions

The OCC may pursue other actions against banks that conduct securities
activities subject to the Securities Exchange Act.' Such securities activities —
including acting as a broker-dealer, a government securities broker-dealer, a
municipal securities dealer, or a transfer agent—may be performed by a
bank or its operating subsidiary. The OCC has authority under the Securities

9 For more information, refer to 15 USC 78a et seq., “Securities Exchange Act of 1934.”
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Exchange Act to take action to redress certain violations of the federal
securities laws by banks and associated persons that the OCC supervises.
Depending on the severity of the violation, the OCC may censure a bank
that has engaged in improper activities. The OCC may deny or revoke a
bank’s registration for certain securities activities, thereby affecting the
bank’s ability to engage in such activities, or it may limit or suspend certain
securities activities. The OCC may use these actions alone or in combination
with other adgajnistrative remedies.

Actions spdndividuals
The OCC has th®rity to undertake certain administrative actions
against individuN ban ectors or other IAPs. The agency may choose to

take action if a direcfr ther IAP

* violates any law, rulefor regulation, or outstanding agency order,

agreement, or conditidgg egl in writing.
* engages in an unsafe or ugfo banking practice or breaches a fiduciary
duty.

The actions available to the OCC in
or prohibition action. These tools may
refrain from taking certain actions, or the
other IAP to take certain affirmative actions ¥
correcting the problem).

\irector or other IAP to
reglire the director or
aking restitution or

Cease-and-Desist Order

The OCC may request a director or other IAP who has engaged in a violation
or an unsafe or unsound banking practice to consent to a C&D order. The
order might require the director or other IAP to take certain actions to correct
the conditions that resulted from the violation or practice. It also might
require the director or other IAP to reimburse the bank for losses resulting
from the misconduct and might restrict the director’s or other IAP’s activity
regarding the conduct at issue.

If the director or other IAP declines to enter into the order on a consensual
basis and cannot reach a settlement with the OCC, the agency may issue

a notice of charges against the individual. This notice is public. The notice
seeks the formal issuance of a C&D order and must set forth the specific
charges against the director or other IAP. In addition, the OCC must base
issuance of the notice on one or more of the following:

* Aviolation of law, rule, or regulation

* Aviolation of a condition imposed in writing by the agency in connection
with the granting of an application

* Aviolation of a formal agreement previously entered into

* An unsafe or unsound banking practice

The individual must file an answer to the charges contained in the notice,
after which the matter proceeds to a formal administrative hearing in the
same fashion as described previously with regard to administrative actions
against banks.
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Prohibition or Removal and Suspension

The OCC may initiate action to prohibit and remove a bank director or other
IAP from banking in cases in which particularly serious misconduct has
occurred. In addition, the OCC may seek to prohibit a former director or
other IAP as described more fully below. The OCC must base prohibition and
removal actions on the following statutory elements, which address conduct,
effect, and culpability:

of ¥aw, rule, or regulation

f dition imposed in writing by the agency in
it\tl#e granting of an application

— Aviolation o

sighave resulted in
age to a bank or business

* The conduct described ab$y,
— aloss or potential loss or o
institution,
— afinancial gain or other bene
— prejudice or potential prejudice t
* The individual’s culpability for the con
either
— personal dishonesty, or
— willful or continuing disregard for the safety and soundness of the
bank.

ividual, or
sts of the depositors.
ibed must include

The hearing process for a prohibition or removal action is identical to a C&D
hearing process. If adverse to the individual, the individual may appeal the
agency’s decision to a U.S. Court of Appeals.

Once in place, a prohibition or removal order prohibits the individual

from participating in any manner in the conduct of any bank’s affairs,
participating in voting for a bank director, or serving or acting as a director,
officer, employee, or other IAP. The removal or prohibition order applies to
all federally insured depository institutions and their holding companies
(which can include banks, savings associations, credit unions, and farm
credit institutions) and to all federal bank regulatory agencies.

Both the agency issuing the removal or prohibition order and the agency
supervising the financial institution with which the removed or prohibited
individual is seeking to become affiliated must grant any exception to the
restrictions of a prohibition or removal order.

Once the OCC initiates a removal action, but before finalizing it, the agency
may issue a suspension order against the individual. This order temporarily
removes the individual from the banking industry to the same extent as a
final removal order. The OCC takes such action, however, only if the agency
determines that the action is necessary to protect the bank or its depositors.
The suspended individual has the right to seek a stay of a suspension order
from a federal district court within 10 days of the service of the suspension
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order. The suspension order is effective upon service by the OCC and remains
in effect until the removal proceedings are completed, the OCC dismisses the
charges, the agencies grant a written waiver, or a court stays the order.

If a director or other IAP is indicted or charged with a felony involving
dishonesty or breach of trust, or with a violation of the AML statutes, the
OCC also may suspend the individual. The OCC must first determine that
the individual’s continued service or affiliation with the bank may threaten

the deposit terests or may impair public confidence in any relevant
depositorgin ign. The suspended individual may request an informal
hearing beforgt cy to modify or terminate the suspension order. The

suspension renQInNNn effect until the OCC terminates it, or until the criminal
charges are resol

If a director or other igforNicted of any offense involving dishonesty,
breach of trust, or moneyRaund®rjng, the individual is removed
automatically from the ba %‘ stry. Under certain circumstances, the
individual may petition the F rmission to reenter banking.

Appeals Process Q
The OCC desires consistent and equit ision and seeks to resolve

disputes that arise during the supervisor ssgairly and expeditiously
in an informal, amicable manner. Banks are
ombudsman to discuss any agency policy, dec action that might
develop into an appealable matter. The ombudsntan’s objective in these
cases is to seek a resolution to the dispute before it develops into an appeal.
If banks cannot resolve disagreements through this discussion, they are
encouraged to file an appeal with the applicable supervisory office or the
ombudsman'® to seek a further review of the decisions or actions in dispute.

Functioning as an independent advisor and decision maker, the ombudsman
can accept appeals related to, for example, examination ratings, the adequacy
of loan loss reserve positions, and loan classifications. The ombudsman may
not accept, for example, appeals related to

* the appointment of receivers and conservators.

* preliminary examination conclusions communicated to a bank before a
final report of examination is issued.

* enforcement-related actions or decisions.

e formal and informal rulemakings pursuant to the Administrative
Procedure Act.

* requests for information filed under the Freedom of Information Act.

With the prior consent of the Comptroller of the Currency, the ombudsman
may stay an appealable agency decision or action during the resolution of an
appealable matter.

120 For more information on the appeals process, refer to the “Bank Appeals” page on the OCC’s
website.
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Appendix A: Board of Directors Statutory and

Regulatory Requirements

the directa#5.
intend to be a,

National banks and FSAs are subject to certain statutory and regulatory
rning size, composition, and other aspects of the board and
ojlowing table highlights these requirements but does not

citizenship requirement for a minoffty
the total number of directors.'?!

No similar statutory or regulatory
requirement.

A majority of directors must reside
in the state where the national bank
is located (i.e., the state where the
national bank has its main office or
branches) or within 100 miles of the
bank’s main office for at least one year
immediately preceding the election and
must be a resident of the state or within
100 miles of the state.'??

atutory or regulatory

Conflicts

of interest

Although national bank directors and
officers are not subject to a regulation
regarding conflicts of interest, they
have a fiduciary responsibility to the
national bank.

In addition, the common law duty

of loyalty requires directors and
management to act in the best interest
of the national bank and to ensure
insiders do not abuse their position by
benefiting personally at the national
bank’s expense.

Directors, officers, or persons having the
power to direct an FSA's management
or policies or who otherwise owe a
fiduciary duty to an FSA are prohibited
from advancing their own personal or
business interests at the expense of the
FSA. Also, he or she must follow certain
requirements when he or she has an
interest in a matter before the board.'?®

Usurpation of corporate opportunity

Although national bank directors and
officers are not subject to a regulation
regarding usurpation of corporate

opportunity, they owe a common law

Directors, officers, or persons having the
power to direct an FSA's management or
policies or who otherwise owe a fiduciary
duty to an FSA must not take advantage

21 For more information, refer to 12 USC 72, “Qualifications.”

122 Tbid.

12 For more information, refer to 12 CFR 163.200.
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National banks FSAs

fiduciary duty of loyalty to the bank.
The usurpation of corporate opportunity
doctrine, a part of the duty of loyalty,
prevents insiders from improperly
taking business opportunities away
from the bank.

of corporate opportunities belonging

to the FSA. The OCC will not deem a
person to have taken advantage of a
corporate opportunity belonging to the
FSA if a disinterested and independent
majority of the board, after receiving a
full and fair presentation of the matter,
rejected the opportunity as a matter of
sound business judgment.'?

Attorney

Not more than one director may be an
attorney with a particular law firm.'2%
interest

A director of a stock FSA need not be a
stockholder of the FSA unless the bylaws
so require.'?”

No similar proh

A national bank director mugf own
qualifying equity interest in aN\giipn
bank or a company that has contgl'o,
the national bank. A minimum quali
equity interest is common or preferred
stock that has not less than an aggregateg

par value of $1,000, an aggregate

Aglrector of a mutual FSA is required to
@ ember of the FSA."2

shareholder’s equity of $1,000, or an

aggregate fair market value of $1,000."%

President as dire

The president (but not the CEO) of No similar utory or regulatory

the national bank is required to be a requirement. Certain FSAs have bylaws,
member of the board. The board may however, that require the president or
elect a director other than the president | CEO to be a member of the board.

to be chair of the board.

Number of directors

The number of directors of each national
bank is authorized by the bylaws and
limited to not less than five or more than
25, unless the OCC exempts the national
bank from the 25 limit. The OCC may
appoint a receiver for a national bank

with fewer than five directors.°

The number of directors of each FSA
is authorized by the bylaws and limited
to not fewer than five or more than

15, unless otherwise approved by the
©CERE

2+ For more information, refer to 12 CFR 163.201, “Corporate Opportunity.”

1% For more information, refer to 12 CFR 163.33,

“Directors, Officers, and Employees.”

126 For more information, refer to 12 USC 72 and 12 CFR 7.2005, “Ownership of Stock Necessary

to Qualify as Director.”

127 For more information, refer to 12 CFR 5.22(1)(1), “General Powers and Duties.”
128 For more information, refer to 12 CFR 5.21(j)(2)(viii), “Number of Directors, Membership.”

129 For more information, refer to 12 USC 76, “President of Bank as Member of Board; Chairman
of Board,” and 12 CFR 7.2012, “President as Director; Chief Executive Officer.”

130 For more information, refer to 12 USC 71a, “Number of Directors; Penalties”; 12 USC 191,
“Appointment of Receiver For a National Bank”; and 12 CFR 7.2024, “Staggered Terms for
National Bank Directors and Size of Bank Board.”

131 For more information, refer to 12 CFR 5.22(1)(2), “Number and Term,” for stock associations
and 12 CFR 5.21(j)(2)(viii) for mutual associations.
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National banks FSAs

No similar prohibition. Not more than two of the directors may
be members of the same immediate
family.'3?

No similar statutory or regulatory A majority of the directors must not be
requirement. salaried officers or employees of the FSA
or any subsidiary.'®®

Any national
office for a term

ectr may hold Directors shall be elected for a term
t exceed of one to three years and until their
three years and until successors are elected and qualified. If a
successor is elected Any | staggered board is chosen, the directors
national bank may adopt bffaws t§at shall be divided into two or three classes
provide for staggering the t ofd as nearly equal in number as possible,
directors. National banks shall i and one class shall be elected by ballot
the OCC with copies of any byla ually.'®

amended.™*

Refer to the “Establish and Maintain an “Establish and Maintain an
Appropriate Board Structure” section of tedhdgard Structure” section of
this book. i

132 For more information, refer to 12 CFR 163.33.
13 Tbid.
134 For more information, refer to 12 USC 71, “Election,” and 12 CFR 7.2024.

% For more information, refer to 12 CFR 5.22(1)(2) “for stock associations and 12 CFR 5.21(j)(2)
(viii) for mutual associations.
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Appendix B: Regulations Requiring Board Approval
for Policies and Programs

The board must approve and oversee management’s implementation of
written policies and certain programs and practices. The following table
does not intend to be all-inclusive, nor is it meant to be an authoritative
restatement of the regulations. The regulations are subject to updates and

revisions.

Regulatory,

BSA compliance
program.

Mat on: | banks
ed SA-

BSA comp.
program, wh
establishes
and maintains
procedures
reasonably
designed to assure
and monitor
compliance

with BSA
requirements.'%®

National banks
only

FSAs only

Compensation
and employment
contracts of
officers, directors,
and employees.

Refer to the

“Safe and sound
banking practices”
row later in this
table. Also refer
to the “Incentive
Compensation”

section of this book.

Officers serve at
will. %7

The board must
approve all
employment
contracts and
compensation
arrangements for
senior officers
and directors.3®

Fiduciary
compensation and
powers.

A national bank
may not permit
any officer or
employee to retain
any compensation
for acting as co-
fiduciary with the
bank in the

An FSA must
adopt and follow
written policies
and procedures
adequate

to maintain

its fiduciary
activities in

136 For more information, refer to 12 CFR 21.21.

137 For more information, refer to 12 USC 24(Fifth), “Corporate Powers of Association.”

138 For more information, refer to 12 CFR 163.39.
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National banks National banks
Policy and FSAs only FSAs only

administration of a compliance with
fiduciary account, applicable law.2
except with the
specific approval of
the board.™®

The exercise
of fiduciary
powers must

A national bank’s be managed
asset management by or under the
activities shall be direction of the
managed by or board.™

under the direction of

its board.°

A national bank

exercising fiduciary
/ powers shall
adopt and follow

tten policies
QQorocedures

to maintain
activities

g

Financial - The board is
derivatives. regulation. responsible

for effective
oversight

of financial
derivative
activities and
must establish
written policies
and procedures
governing such
activities.

Heightened Banks with average
standards. total consolidated
assets of $50 billion
or greater or those
that are OCC-

% For more information, refer to 12 CFR 9.15(b),” Compensation of Co-Fiduciary Officers and
Employees.”

%0 For more information, refer to 12 CFR 9.4, “Administration of Fiduciary Powers.”

141 For more information, refer to 12 CFR 9.5, “Policies and Procedures.”

42 For more information, refer to 12 CFR 150.140, “Must I Adopt and Follow Written Policies
and Procedures in Exercising Fiduciary Powers?”

3 For more information, refer to 12 CFR 150.150, “Who Is Responsible for the Exercise of
Fiduciary Powers?”

14 For more information, refer to 12 CFR 163.172.
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Identity theft
prevention
program.

National banks
and FSAs

designated, which
are referred to as
covered banks,
should have robust
governance as
outlined in the
guidelines.'®

Appendixes > Appendix B

National banks
only FSAs only

e board must
pRrove the initial,
wri entity theft

e n program
t s and

maintdfns pokcies
and pri r
reasonably,

designed to 0N
detect, and mitig
identity theft.®

Information
security
standards.

The board or

an appropriate
committee of

the board shall
approve a written
information
security program
and oversee

the program’s
development,
implementation,
and maintenance.'’

Interbank
liabilities.

The board must
review and approve
written policies
and procedures to
prevent excessive
exposure to

any individual
correspondent

in relation to the
condition of the
correspondent.’#®

%5 For more information, refer to 12 CFR 30, appendix D.

146 For more information, refer to 12 CFR 41.90(d), “Establishment of An Identity Theft
Prevention Program”; 12 CFR 41.90(e), “ Administration of the Program”; and 12 CFR 41,
appendix J, “Interagency Guidelines on Identity Theft Detection, Prevention, and Mitigation.”

¥7 For more information, refer to 12 CFR 30, appendix B.

48 For more information, refer to 12 CFR 206, “Limitations on Interbank Liabilities (Regulation F).”
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Interest rate risk
management.

National banks
and FSAs

A bank should
provide for periodic
reporting to
management and
the board regarding
interest rate risk
with adequate
N formation for
agement and
e rd to assess
eNevd of risk.™®

/)
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National banks
only

FSAs only

An FSA should
provide for
periodic reporting
to management
and the board
regarding
interest rate risk
with adequate
information for
management
and the board to
assess the level
of risk. The board
must review the
association’s
interest rate risk
exposure and
devise and adopt
policies for the
management of
interest rate risk.
The board must
review the results
of operations at
least quarterly
and make
appropriate
adjustments as
necessary.'?°

Real estate
lending standards,
interagency, and
supplemental
lending limits.

The board must,

at least annually,
review and approve
written policies

that establish
appropriate limits
and standards for
extensions of credit
that are secured by
real estate.'

The board

must, at least
annually, review
and approve
written policies
that establish
appropriate limits
and standards
for extensions of
credit that are

%9 For more information, refer to 12 CFR 30, appendix A, ILE, “Interest Rate Exposure.”

150 For more information, refer to 12 CFR 163.176.

31 For more information, refer to 12 CFR 34.62, subpart D, appendix A, “Interagency Guidelines
for Real Estate Lending.”
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National banks National banks
Policy and FSAs only FSAs only
A bank eligible to secured by real
participate in the estate.'s?

pilot program for
residential real
estate and small
business loans
must submit an
application that
includes a written
resolution by a
majority of the
directors approving
higher lending limits
as described in (a)
(1), (2), and (3) of

the regulation.'s?

Report of Two directors
condition and must attest to
income. the report’s

correctness.'s®

three directors must
attest to the report’s
correctness.'*

Safe and sound The board must
banking practices. | oversee the
bank’s compliance
with safe and
sound banking
practices.'®®

Security program | The board must
and designation of | ensure that the

a security officer. | bank has a written
security program

152 For more information, refer to 12 CFR 32.7(b)(3), “ Application Process.”
% For more information, refer to 12 CFR 160.101, “Real Estate Lending Standards.”

% For more information, refer to 12 USC 161, “Reports to Comptroller of the Currency,” and
12 USC 1817(a)(3), “Reports of Condition; Access to Reports.”

1% For more information, refer to 12 USC 1464(v), “Reports of Condition,” and 12 USC 1817(a)(3),
“Reports of Condition; Access to Reports.”

1% For more information, refer to 12 CFR 30, “Safety and Soundness Standards.”
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Specific funds
availability.

National banks
and FSAs

for the main and
branch offices.

The board must
designate a security
officer to report at
least annually on
the implementation,
dministration, and
tiveness of the
&/ program.'s”

National banks

Appendixes > Appendix B

FSAs only

disclosure gd
12 CFR 229:
12 CFR 229.18(
a bank shall
provide a disclosure
describing the
bank’s policy

on when funds
deposited in

an account are
available for
withdrawal.'%®

Disclosure
requirements
related to capital
requirements.

In general, under
both regulations,
the board must
approve the
bank’s formal
disclosure policy
that addresses the
bank’s approach
for determining
the disclosures it
should make.'*®

%7 For national banks, refer to 12 CFR 21, subpart A, “Minimum Security Devices and

Procedures.” For FSAs, refer to 12 CFR 168, “Security Procedures.”

% For more information, refer to 12 CFR 229.16, “Specific Availability Policy Disclosure,” and
12 CFR 229, appendix C, “Model Availability Policy Disclosures, Clauses, and Notices; Model

Substitute Check Policy Disclosure and Notices.”

% For more information, refer to 12 CFR 3.62, “Disclosure Requirements,” and 12 CFR 3.172,
“Disclosure Requirements.”
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Appendix C: Glossary

Control functions: Those functions that have a responsibility to provide
independent and objective assessment, reporting, and assurance. They
include the risk review, compliance, and internal audit functions.

Corporate governance: A set of relationships among a company’s
management, its board, its shareholders, and other stakeholders. Corporate
governance rovides the structure through which the objectives of the
company by which the means of attaining those objectives and
monitoring pgf e are determined.

Credible challeNge: ethod that directors use to hold management
accountable by beinge ed and asking questions and eliciting any facts

necessary, when app @satisfy themselves that management’s
he

strategies are viable and ¢

apk’s best interests.
Duty of care: The duty of a b mber to decide and act in an informed
and prudent manner with respe€t aonk. Often interpreted as requiring
a board member to approach the a@fiy e company the same way that a
“prudent person” would approach JFr gyvn affairs.

Duty of loyalty: The duty of a board menge in good faith in the
interest of the company. The duty of loyal 0 event an individual
director from acting in his or her own interest, e interest of another

individual or group, at the expense of the compa™y and all shareholders.

Independent director: A director is viewed as independent if he or she

is free of any family relationship or any material business or professional
relationship (other than stock ownership and the directorship itself) with the
bank, its holding company, its affiliate, or its management.

Management director: A member of the board (such as a director) who also
has management responsibilities within the bank.

Risk appetite statement: The written statement of the aggregate level and
types of risk that a bank is willing to assume to achieve its strategic objectives
and business plan. It includes quantitative measures expressed relative to
earnings, capital, risk measures, liquidity, and other relevant measures as
appropriate. It should include qualitative statements to address reputation
risk as well as money laundering and unethical practices.

Risk culture: The bank’s norms, attitudes, and behaviors related to risk
awareness, risk taking, and risk management, and controls that shape
decisions on risks. Risk culture influences the decisions of management and
employees during day-to-day activities and affects the risks they assume.

Risk governance framework: A part of the corporate governance framework,
through which the board and management establish and make decisions
about the bank’s strategy and risk approach; articulate and monitor
adherence to risk appetite and risk limits through the bank’s strategy; and
identify, measure, monitor, and control risks.
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Risk limits: Specific quantitative measures based on, for example, forward-
looking assumptions that allocate the bank’s risk appetite to business lines;
legal entities as relevant, specific risk categories; concentrations; and, as
appropriate, other measures.

Risk management: The processes established to ensure that all material risks
and associated risk concentrations are identified, measured, monitored, and

controlled.

Risk profilg
and across eag
assumptions.

t-in-time assessment of the bank’s risks, aggregated within
elNant risk category based on current and forward-looking

Q
//VO
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Appendix D: Abbreviations

AML
BOLI
BSA
C&D
CAE

CAMELS

CEO
CFR
CIO
CISO
CMP
COO
CRA
CRE
CTO
D&O
EIC
ERM
FDIC
FFIEC
FSA
GLBA
IAP
IMCR
IRM
IT

anti-money laundering
bank-owned life insurance
Bank Secrecy Act

ease-and-desist

quacy, asset quality, management, earnings,
d sensitivity to market risk
chief exegitivepfficer

Code of Fede lations

chief information

chief information se@ T

civil money penalty

chief operating officer O
Community Reinvestment Act

chief risk executive

chief technology officer

director and officer

examiner-in-charge

enterprise risk management

Federal Deposit Insurance Corporation
Federal Financial Institutions Examination Council
federal savings association
Gramm-Leach-Bliley Act
institution-affiliated party

individual minimum capital ratio

independent risk management

information technology
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LBS
MCBS
MIS
MOU
MRA
OCC
OTS
PCA
usC
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Large Bank Supervision

Midsize and Community Bank Supervision
management information systems
memorandum of understanding

matter requiring attention
gce of the Comptroller of the Currency
& Thrift Supervision
pro orrective action
us. Cod%
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Appendix E: References

Laws

Title 12, “Banks and Banking”
12 USC 22, “Organization Certificate” (national banks)
12 USC 24, “Corporate Powers of Associations” (national banks)

12 USC 60, “Nti ank Dividends” (national banks)

12 USC 61, “Shefe ers’ Voting Rights; Cumulative and Distributive
Voting; Prefé ; Trust Shares; Proxies, Liability Restrictions;
Percentage Requi{re clusion of Trust Shares” (national banks)

12 USC 71, “Election’

12 USC 71a, “Number of Rirectog Penalties” (national banks)

12 USC 73, “Oath” (national bay
12 USC 74, “Vacancies” (national

12 USC 76, “President of Bank as Membe
(national banks)

12 USC 84, “Lending Limits” (national banks a eral savings
associations)

12 USC 90, “Depositaries of Public Moneys and Financial Agents of
Government” (national banks)

12 USC 92a, “Trust Powers” (national banks)

12 USC 161, “Reports to Comptroller of the Currency” (national banks)

12 USC 191, “ Appointment of Receiver for a National Bank” (national banks)

12 USC 222, “Federal Reserve Districts; Membership of National Banks”
(national banks)

12 USC 371c, “Banking Affiliates” (national banks and federal savings
associations)

12 USC 371c-1, “Restrictions on Transactions With Affiliates” (national banks
and federal savings associations)

12 USC 375a, “Loans to Executive Officers” (national banks and federal
savings associations)

12 USC 375b, “Extensions of Credit to Executive Officers, Directors, and
Principal Shareholders of Member Banks” (national banks and federal
savings associations)

12 USC 481, “ Appointment of Examiners; Examination of Member Banks,
State Banks, and Trust Companies; Reports” (national banks)

12 USC 484, “Limitation on Visitorial Powers” (national banks)

12 USC 1463, “Supervision of Savings Associations” (federal savings
associations)

12 USC 1464, “Federal Savings Associations” (federal savings associations)

12 USC 1468, “Transactions With Affiliates; Extensions of Credit to Executive
Officers, Directors, and Principal Shareholders” (federal savings
associations)

(Chairman of Board”
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12 USC 1815, “Deposit Insurance” (national banks and federal savings
associations)

12 USC 1817, “ Assessments” (national banks and federal savings
associations)

12 USC 1818, “Termination of Status as Insured Depository Institution”
(national banks and federal savings associations)

12 USC 1820, “ Administration of Corporation” (national banks and federal
savings agciations)

12 USC 18 rance Funds” (national banks and federal savings
associatioj
12 USC 1828( n¥al Prohibition on Sale of Assets” (national banks and

federal savidgs as tions)
12 USC 1831i, “ Agery Qi¥approval of Directors and Senior Executive

Officers of Insure ry Institutions or Depository Institution

Holding Companies’ i banks and federal savings associations)
12 USC 1831m, “Early Ide f Needed Improvements in Financial
ederal savings associations)

Management” (national
12 USC 18310, “Prompt Corrective (national banks and federal
savings associations)

12 USC 1831p-1, “Standards for Safet
federal savings associations)

12 USC 1861 et seq., “Bank Service ComparNgs” nal banks and federal
savings associations)

12 USC 1971, “Definitions” (national banks)

12 USC 1972, “Certain Tying Arrangements Prohibited; Correspondent
Accounts” (national banks: “Tying Arrangements”) (national banks and
federal savings associations: “Correspondent Accounts”)

12 USC 1972, “Certain Tying Arrangements Prohibited; Correspondent
Accounts” (national banks)

12 USC 2901 et seq., “Community Reinvestment” (national banks and federal
savings associations)

12 USC 3201 et seq., “Depository Institutions Management Interlocks”
(national banks and federal savings associations)

15 USC 2, “Monopolizing Trade a Felony; Penalty” (national banks and
federal savings associations)

15 USC 77a et seq., “Securities and Trust Indentures” (national banks and
federal savings associations)

15 USC 77jjj, “Eligibility and Disqualification of Trustee” (national banks and
federal savings associations)

15 USC 78a et seq., “Securities Exchange Act of 1934” (national banks and
federal savings associations)

15 USC 78dd-1 et seq., “Foreign Corrupt Practices Act of 1977” (national
banks and federal savings associations)

15 USC 78j-1, “ Audit Requirements” (national banks and federal savings
associations)

15 USC 78n-2, “Corporate Governance” (national banks and federal savings
associations)

15 USC 78u-6, “Securities Whistleblower Incentives and Protection” (national
banks and federal savings associations)

ness” (national banks and
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18 USC 215, “Receipt of Commissions or Gifts for Procuring Loans” (national
banks and federal savings associations)

18 USC 656, “Theft, Embezzlement, or Misapplication by Bank Officer or
Employee” (national banks and federal savings associations)

18 USC 1001, “Statements or Entries Generally” (national banks and federal
savings associations)

18 USC 1005, “Bank Entries, Reports, and Transactions” (national banks and
federal sgghggs associations)

18 USC 134 k Fraud” (national banks and federal savings associations)

29 USC 1001, ssional Findings and Declaration of Policy” (national
banks and a[®avings associations)

52 USC 30101 e q@‘ral Election Campaign Act of 1971” (national

banks and federfl sqv#hgs associations)

Regulations

11 CFR 100, subpart B, “De 1n{ Contribution” (national banks and
federal savings association

11 CFR 114, “Corporate and Labor tion Activity” (national banks
and federal savings associations

12 CFR 3, “Capital Adequacy Standar 10Ng! banks and federal savings
associations)

12 CFR 4, “Organization and Functions, AvaMa '@ nd Release of
Information, Contracting Outreach Progra gft-Employment
Restrictions for Senior Examiners” (national banks and federal savings
associations)

12 CFR 5, “Rules, Policies, and Procedures for Corporate Activities” (national
banks and federal savings associations)

12 CFR 6, “Prompt Corrective Action” (national banks and federal savings
associations)

12 CFR 7, “Bank Activities and Operations” (national banks: all provisions;
federal savings associations: 12 CFR 7.1000, 12 CFR 7.3001, and
12 CFR 7.4010)

12 CFR 8, ” Assessment of Fees” (national banks and federal savings
associations)

12 CFR 9, “Fiduciary Activities of National Banks” (national banks)

12 CFR 11, “Securities Exchange Act Disclosure Rules” (national banks)

12 CFR 21, “Minimum Security Devices and Procedures, Reports of
Suspicious Activities, and Bank Secrecy Act Compliance Program”
(national banks: subparts A and B; national banks and federal savings
associations: subpart C)

12 CFR 21.21 (c)(2) “Procedures for Monitoring Bank Secrecy Act (BSA)
Compliance — Customer Identification Program” (national banks and
federal savings associations)

12 CFR 25, “Community Reinvestment Act and Interstate Deposit Production
Regulations” (national banks)

12 CFR 26, “Management Official Interlocks” (national banks and federal
savings associations)

12 CFR 30, “Safety and Soundness Standards” (national banks and federal
savings associations)
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12 CFR 30, appendix A, “Interagency Guidelines Establishing Standards for
Safety and Soundness” (national banks and federal savings associations)

12 CFR 30, appendix B, “Interagency Guidelines Establishing Information
Security Standards” (national banks and federal savings associations)

12 CFR 30, appendix D, “OCC Guidelines Establishing Heightened
Standards for Certain Large Insured National Banks, Insured Federal
Savings Associations, and Insured Federal Branches” (national banks
and federghsavings associations)

12 CFR 31,4N sions of Credit to Insiders and Transactions With Affiliates”

(national

12 CFR 32, "%y its” (national banks and federal savings
associations

12 CFR 34, “Real Est@te\etding and Appraisals” (national banks: subparts
A, B, D, and E; n ™ s and federal savings associations: subparts
Cand G

12 CFR 41, “Fair Credit Re ational banks and federal savings
associations)

12 CFR 46, “ Annual Stress Test” Gnks and federal savings
associations)

12 CFR 145, “Federal Savings Associa rations” (federal savings
associations)

12 CFR 150, “Fiduciary Powers of Federal S\i ociations” (federal

savings associations)

12 CFR 160, “Lending and Investment” (federal s#vings associations)

12 CFR 163, “Savings Associations —Operations” (federal savings
associations)

12 CFR 168, “Security Procedures” (federal savings associations)

12 CFR 195, “Community Reinvestment” (federal savings associations)

12 CFR 206, “Limitations on Interbank Liabilities (Regulation F)” (national
banks and federal savings associations)

12 CFR 215, “Loans to Executive Officers, Directors, and Principal
Shareholders of Member Banks (Regulation O)” (national banks and
federal savings associations)

12 CFR 223, “Transactions Between Member Banks and Their Affiliates
(Regulation W)” (national banks and federal savings associations)

12 CFR 229, “ Availability of Funds and Collection of Checks (Regulation
CC)” (national banks and federal savings associations)

12 CFR 327, ” Assessments” (national banks and federal savings associations)

12 CFR 359, “Golden Parachute and Indemnification Payments” (national
banks and federal savings associations)

12 CFR 363, “ Annual Independent Audits and Reporting Requirements”
(national banks and federal savings associations)

17 CFR 240.21(F-1) et seq., “Whistleblower Status and Retaliation Protection”
(national banks and federal savings associations)

31 CFR 1020.210, “ Anti-Money Laundering Program Requirements for
Financial Institutions Regulated by Only a Federal Functional Regulator,
Including Banks, Savings Associations, and Credit Unions” (national
banks and federal savings associations)
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Comptroller’s Handbook

Asset Management

“Asset Management” (national banks and federal savings associations)
“Retirement Plan Products and Services” (national banks and federal
savings associations)

Consumer liance

“Comfhu Wnvestment Act Examination Procedures” (national

ent System” (national banks and federal savings

Examination Process
“Bank Supervision Pro nal banks and federal savings
associations)
“Community Bank Superv151o al banks and federal savings
“Federal Branches and Agencies I (national banks and

associations)
federal savings associations)

“Large Bank Supervision” ( nat10na1 ba eral savings
associations)

Management

“Corporate and Risk Governance” (national banks and federal savings
associations)

Safety and Soundness

“Insider Activities” (national banks and federal savings associations)
“Internal and External Audits” (national banks)

“Internal Controls” (national banks)

“Liquidity” (national banks and federal savings associations)
“Related Organizations” (national banks)

OTS Handbook
Office of Thrift Supervision Examination Handbook (federal savings associations)

Section 340, “Internal Control”

Section 350, “External Audit”

Section 355, “Internal Audit”

Section 730, “Related Organizations”

Section 760, “New Activities and Services”
Section 1500, “Community Reinvestment Act”
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OCC Issuances

Banking Bulletin 1992-42, “Interagency Policy Statement: External Auditors”
(August 3, 1992) (national banks and federal savings associations)

A Common Sense Approach to Community Banking

Director’s Toolkit: Detecting Red Flags in Board Reports: A Guide for Directors
(February 2004)

Director’s Toolkit: Internal Controls: A Guide for Directors (September 2000)

Director’s Tg, ocket Guide to Detecting Red Flags in Board Reports (October
2003)

New Capital Rifle

OCC Bulletin 1€J9-
Programs: Ex
savings associati

OCC Bulletin 2003-12, eragdncy Policy Statement on Internal Audit and
Internal Audit OutsolNgjge: Jvised Guidance on Internal Audit and

Its Outsourcing” (March

Reference Guide for Community Bankers

associations)
OCC Bulletin 2003-38, “Removal, , and Debarment of
Accountants From Performing A’ it Services: Publication of

Final Rule” (September 3, 2003) (natlo als)

OCC Bulletin 2004-20, “Risk Managemen panded, or Modified
Bank Products and Services: Risk Manag @cess” (May 10, 2004)
(national banks)

OCC Bulletin 2004-56, “Bank-Owned Life Insurance: Interagency Statement
on the Purchase and Risk Management of Life Insurance” (December 7,
2004) (national banks and federal savings associations)

OCC Bulletin 2007-31, “Prohibition on Political Contributions by National
Banks: Updated Guidance” (August 24, 2007) (national banks)

OCC Bulletin 2010-24, “Incentive Compensation: Interagency Guidance on
Sound Incentive Compensation Policies” (June 30, 2012) (national banks
and federal savings associations)

OCC Bulletin 2012-14, “Stress Testing: Interagency Stress Testing Guidance”
(May 14, 2012) (national banks and federal savings associations)

OCC Bulletin 2012-16, “Capital Planning: Guidance for Evaluating Capital
Planning and Adequacy” (June 7, 2012) (national banks and federal
savings associations)

OCC Bulletin 2012-33, “Community Bank Stress Testing: Supervisory
Guidance” (October 18, 2012) (national banks and federal savings
associations)

OCC Bulletin 2013-29, “Third-Party Relationship: Risk Management
Guidance” (October 30, 2013) (national banks and federal savings
associations)

OCC Bulletin 2014-5, “Dodd-Frank Stress Testing: Supervisory Guidance for
Banking Organizations With Total Consolidated Assets of More Than $10
Billion but Less Than $50 Billion” (March 5, 2014) (national banks and
federal savings associations)
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OCC Bulletin 2014-35, “Mutual Federal Savings Associations: Characteristics
and Supervisory Considerations” (July 22, 2014) (mutual federal savings
associations)

OCC Bulletin 2014-52, “Matters Requiring Attention: Updated Guidance”
(October 30, 2014) (national banks and federal savings associations)

OCC Bulletin 2015-30, “Standards for Assessing the Diversity Policies and
Practices of Regulated Entities: Final Interagency Policy Statement” (June

24, 2015) (gytional banks and federal savings associations)
Other
Comptroller’s gemsi anual
“Background InQestedtigns”
“Changes in Dire D@enior Executive Officers”
S//

“Management Interl
Basel Committee on Bankinl vision
“The Internal Audit Function ijigfaf®& (December 2011)
“Principles for Effective Risk Da begation and Risk Reporting”
(January 2013)
“External Audits of Banks” (March 20¢&)
“Corporate Governance Principles for B\nk 2015)
FFIEC Bank Secrecy Act/Anti-Money Laundering ation Manual
FFIEC Information Technology Examination Handbook

“Business Continuity Planning”
“Management”
“Outsourcing Technology Services”
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