
Privacy Preparedness Questionnaire

Assessing Existing Information Practices

1.  What are your information-sharing practices?

· What information is shared with affiliates and nonaffiliates (including sharing within and outside of the regulatory exceptions contained in 12 CFR 40.13, 40.14, 40.15), what is the purpose of the sharing, and is information shared on former customers?

· Are account numbers or access numbers/codes disclosed to nonaffiliated third parties?

· What information do you share on consumers who are not customers?  

· Do you route requests for nonpublic personal information to a central point or use other control measures? 

· Will any of your current information-sharing practices be prohibited by the regulation?

2.  What kinds of information do you collect from consumers and customers for the various financial products and services offered by the bank?

3.  Do you obtain information about consumers and customers from other financial institutions?  If so, do you use or share the information for other purposes?

4.  Are your safeguards for protecting customer information consistent with Section 501(b) of the Gramm–Leach–Bliley Act?  

· Has the board approved the written information security program?

· Are your safeguards adequate to:  a) ensure security and confidentiality of customer records and information, b) protect against any anticipated threats or hazards to the security or integrity of customer records and information, and c) protect against unauthorized access to, or use of, such records or information that could result in substantial harm or inconvenience to any customer?

· Has your information security program been tested in accordance with the regulatory guidelines? 

Evaluating Agreements with Nonaffiliated Third Parties that Involve Disclosure of Consumer Information

5.  What arrangements, agreements, or contracts exist with nonaffiliated third parties that involve disclosing consumer information?  Do contracts or agreements detail responsibilities regarding the use, disclosure, and protection of consumer information?  

6.  What changes need to be made to conform the arrangements, agreements, or contracts to the regulation?

Establishing Mechanisms to Handle Opt-Out Elections

7. If applicable, how will you administer the opt-out provisions of the regulation?

· Is the opt-out mechanism reasonably convenient for the consumer to use?

· How will you document those consumers who opt out or later change their opt-out status, and how will you segregate their information?

· How much time will you allow for consumers to opt out and how quickly will you process opt-outs?

· What are your opt-out arrangements for consumers who jointly hold a financial product or service?

· Will you allow partial opt-outs?  If so, under what circumstances, and are your record- keeping systems capable of handling that level of complexity?

Developing a Privacy Policy

8.  Have you developed a privacy policy?  If so, what is it?

· Does the policy contain all relevant disclosures required by the privacy regulation?

· Is the information in the privacy policy stated clearly and in a way that consumers are likely to understand?  Is it presented in a way that is likely to call the consumer’s attention to the nature and significance of the information in the notice?

· Has the policy been reviewed by the board and senior management, the compliance officer, and legal counsel?

· Does it reflect your actual practices?

· Do you think your customers will accept your privacy policy?

· Does the institution have a process to ensure that privacy policies are kept current?

Delivering Privacy Notices

9.  How will you deliver initial, annual, and revised privacy notices, and opt-out notices to customers, consumers, and customers who jointly hold a financial product or service?

· Will you hand deliver notices to individuals conducting transactions in person?
· Will you mail the notices, and if so, will you mail them with other information, such as account statements, or separately?
· Do you intend to deliver any notices electronically?  If so, how will you obtain the consumer’s/customer’s agreement to receive electronic delivery?
Establishing a Training Program

10.  Describe your plan to train employees on privacy.  

· Who will be trained, when, and what information will be covered?

· Will there be different levels of training depending upon job responsibilities?

Establishing a Compliance Program

11.  Describe audit’s/compliance review’s role in developing and implementing the bank’s privacy program. 

12.  Have internal controls, policies, procedures, and audit programs been established to ensure a satisfactory level of compliance? 

Developing an Implementation Plan

13.  Describe your implementation plan. 

· Has the plan been approved by senior management and the board?

· Does it contain target dates, responsibilities, responsible parties, testing procedures, and progress reports?

· Is the plan on schedule?  

· Does the plan ensure delivery of the privacy policy prior to July 1, 2001, and afford customers a reasonable time to exercise any opt-out rights before that date?
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