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BANKING ISSUANCE


Comptroller of the Currency

Administrator of National Banks

Type:
Banking Circular
Subject:
Information Security


TO:
Chief Executive Officers of All National Banks, Deputy Comptrollers, District Administrators, and All Examining Personnel

Purpose:

This circular alerts management of national banks to the importance of information security. It addresses the need to protect all types of information, particularly that which is produced, stored, and transmitted by computer.

Background:

Most bank information is created by or directly linked to computer processing. This includes customer records, financial transactions, business strategies, software systems, and even corporate correspondence. Financial data and business documents routinely are transmitted throughout a bank corporation via telecommunication lines linked to computers. Similar information also is transmitted outside the corporation, between the bank and its correspondents, its regulators, and its customers.

Concerns:

Information, regardless of its source, is a valuable asset to the bank. Its accuracy and confidentiality is essential to the business. Accordingly, it must be protected from abuses such as inadvertent or intentional misuse, disclosure, fraud, and error. Information systems, both the data and the software that creates and stores the data, must be secure.

Data are created and stored in substantial volume, often representing millions of bank records and transactions. Correspondence and bank strategies also are created and stored through text processing. Bank and customer funds routinely are transferred via computerized payment networks. Transmission of these data regularly occur over public communications links, such as telephone lines and satellites. In addition, many users, including employees and bank customers, can directly access the data through computer terminals or telephones. Some have the ability to change information or create new data. These activities, while improving customer services and internal operations, also have increased the risk for error and abuse of the bank's information.

Recommendations:

Controls must exist to minimize the vulnerability of all information and to provide necessary security. The level of control must be assessed against the degree of exposure and the impact of loss to the institution. This includes dollar loss, competitive disadvantage, damaged reputation, improper disclosure, lawsuit, or regulatory sanctions.

Various processes are available to strengthen information security in the banks. The most basic are sound written management policies for internal control. These include physical security, separation of duties, quality control, hardware and software access controls, and audit.

Information security controls should be designed to:

· ensure the integrity and accuracy of management information systems,

· prevent unauthorized alteration during data creation, transfer, and storage,

· maintain confidentiality,

· restrict physical access,

· authenticate user access,

· verify accuracy of processing during input and output, 

· maintain backup and recovery capability,

· provide environmental protection against information damage or destruction.

Computer hardware and software technologies can help protect information resources. Although they vary, security features usually are available at each level of computer sophistication. Regardless of the controls adopted, they should apply to information produced and stored by both automated and manual methods.

The appendix to this issuance provides additional detail on some areas of risk and some technology controls. Additional control guidelines are detailed in the FFIEC EDP Examination Handbook.

Policy:

Information security is a functional responsibility. And as a means to protect assets, it must be a strategic objective of the business. A sound system of internal controls and management policies must be established and enforced to satisfy this objective.

The Board of Directors should require that information security policies exist throughout the bank corporation. These policies must be in writing and communicated to all personnel and other authorized users of bank information systems. Examiners may periodically target reviews of information security in the bank's supervisory strategy. These reviews may include:

· the adequacy of the "corporate information security policy,

· compliance with the security standards, and

· management's supervision of these activities.

Originating Office:

Office of the Chief National Bank Examiner

EDP Activities Division

(202) 447-0468

Donald G. Coonley

Chief National Bank Examiner
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Some risk exists in every system and operation of the bank, whether manual or automated. Management must recognize the types of systems and operations that pose greater risks to information security. These might include:

· mainframe computer operations,

· microcomputer operations,

· communications networking,

· operating systems,

· applications software,

· end-user computing,

· distributed processing networks,

· system recovery activities,

· information retention and backup,

· text processing (office automation),

· document filing and retention,

· manual departmental operations.

Technology controls for information security might include:

Encryption
−
A process by which plain text is converted into encrypted strings of meaningless symbols and characters. This helps prevent unauthorized viewing and altering of electronic data transactions during transmission or storage. The Data Encryption Standard (DES) is commonly used for encoding PIN numbers on access cards, for storing user passwords, and for funds transfers onlarge dollar payment networks.

Message

Authentication
−
A code (MAC) designed to protect against unauthorized alteration of electronic data transactions during transmission or storage. This code is used with data encryption to further secure transmission of large dollar payments.

Security

Software
−
Application software designed to restrict access to computer-based data, files, programs, utilities, and system commands. Some systems can control access by user, by transaction, and by terminal. Security violations, including attempts can be reported. Access reports also can be produced.

Data Retention
−
The internal operations that require critical bank records to be regularly copied and stored in an off-site location. This includes data files, programs, operating systems, and related documentation. This also applies to critical data produced in hardcopy documents.

These are a few examples of controls and technologies to assist information security. New technologies and security methods are being developed and introduced constantly. The type and extent of controls must be measured against the degree of risk in any activity.
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